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 [COMPANY] Entities
The Emergency Operation Plan (“EOP”) applies to the following:
	Name of Location
Street Address
City, State, Zip
Phone: (XXX) XXX-XXXX
	


Throughout this Plan, a reference to “the Company” includes the [COMPANY NAME] entities listed above.
Management Certification
This Plan is approved for implementation as herein described. Staffing, equipment and materials will be provided in accordance with all applicable regulatory requirements. The Company is dedicated to protection of the environment and commits to implement the necessary measures, as specified in this Plan, as necessary in an emergency.

This Plan has been prepared in accordance with and is consistent with the U.S. National Response Framework, ISO 22301:2019 Security and resilience — Business continuity management systems — Requirements, NFPA 1600 – Standard on Continuity, Emergency, and Crisis Management, applicable State/Local Emergency Operations Plan(s), and appropriate regulatory requirements for the aforementioned assets.

This Plan represents a planning standard but is not and should not be regarded as a performance guarantee. Response operations in any incident will be tailored to meet actual circumstances.


CERTIFICATION SIGNATURE:




_________________________________	Job/Position Title
Name
XX-XX-XXXX

________________________
Date
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[bookmark: _Toc119670165]SECTION 1: INTRODUCTION AND RISK ASSESSMENT
1.1 [bookmark: _Toc119670166]Introduction
[bookmark: _Toc119670167]Purpose
The purpose of this Emergency Operations Plan (EOP) is to provide guidance to COMPANY personnel on the immediate procedures, notifications, and sustained operations in the event of an emergency originating at any of the COMPANY’s facilities. The Plan's primary purpose is to ensure an effective, comprehensive response that will prevent injury to COMPANY workforce members & visitors, minimize damage to physical assets, and mitigate any possible impact on the environment or property. The EOP creates a unified framework for emergency operations by identifying roles and responsibilities, as well as actions to be taken before, during and after an emergency or disaster.
This EOP represents a planning standard but is not and should not be regarded as a performance guarantee. Response operations in any disaster event will be tailored to meet the actual circumstances.
[bookmark: _Toc119670168]Scope and Applicability
The EOP is the principal plan governing all emergencies and disasters occurring at or in the COMPANY. 
The Emergency Preparedness Program Policy establishes the COMPANY governance concerning major emergency and disaster preparedness, response, recovery, and mitigation for all COMPANY departments. Departments are required to support the EOP and must develop and carry out their functional responsibilities, as indicated in the EOP, in a coordinated and cooperative manner.
Furthermore, the EOP applies to all partner organizations, vendors, and contractors operating within the COMPANY facilities. While the EOP is not binding on the operations of organizations external to COMPANY NAME, the COMPANY strongly encourages all partner stakeholders to coordinate their emergency plans and procedures with the provisions of the EOP to ensure a coordinated company-wide emergency response and recovery effort.
The EOP does not need to be officially activated prior to one or more of the sections herein being implemented. Furthermore, each department and organization listed in the EOP is responsible for understanding its own emergency authority and procedures when implementing the provisions of the EOP.
[bookmark: _Toc119670169]EOP Structure
The EOP is comprised of three sections:
· Base Plan: The Base Plan defines the purpose of the EOP, the plan’s underpinning legal authorities, the COMPANY’s emergency management organization and each department’s major emergency responsibilities.
· Appendices: The general appendices include a glossary of terms and acronyms and other indexes to guide use of the EOP and exhibit compliance with all relevant standards.
· Annexes: Support Annexes expand upon certain critical sections of the Base Plan to further explain how the COMPANY organizes and manages particular emergency functions as well as management strategies for consequential threats and hazards.
[bookmark: _Toc119670170]Planning Principles
This plan outlines the COMPANY’s emergency response and recovery framework structured to manage any emergency that occurs. The EOP allows flexibility and discretion within a well-defined emergency management framework to enable a flexible and coordinated response. The EOP is based on the following principles:
· Emergency preparedness is everyone’s responsibility, and all have individual preparedness responsibilities.
· The contents of this EOP does not impede or supersede local, state, and federal governments authorities or responsibilities under all applicable laws, executive orders, and directives.
· The priority for all incidents is life safety followed by incident stabilization, and then the protection of property and the environment.
· Emergency response and recovery operations are designed to serve all workforce members, including those with access and functional needs, language barriers, and other social vulnerabilities.
· COMPANY departments and partner organizations/vendors may be required to respond on short notice at any time of the day or night to provide effective and timely assistance. It is the responsibility of leaders in each department and organization/vendor to ensure their staff are trained, prepared and available to meet the requirements of this plan.
· Personnel expected to respond during a disaster or unplanned event may be impacted or unavailable for a variety of reasons. Each department or partner organization/vendor should establish a line of succession to meet their responsibilities outline in this plan. 
· Certain essential/critical services must be maintained during an emergency, and it is the responsibility of each department to ensure that they can both support company-wide emergency management efforts and continue their own essential/critical services. All COMPANY departments shall develop business continuity plans that are to be activated if an incident or emergency affects their ability to maintain critical business processes.
· Response operations may last for several hours, days, weeks or longer. Recovery operations may last for days, weeks, months or even years.
· An emergency may require the mobilization and reallocation of available resources. All resources maintained by the COMPANY may be called upon to assist with emergency response. Furthermore, resources not normally available to the COMPANY may be acquired through emergency procurement or other means.
· Depending on the size and scope of the emergency and/or concurrent emergencies across a wide geographic area, resources may not be available in a timely manner (e.g., supplies due to global pandemic).
· The Incident Command System (ICS) is the management structure that the COMPANY will use for command and coordination during an incident.
· The COMPANY will maintain communications, collaboration and cooperation with community response partners including Local County Office of Emergency Management, Name of Municipal/County Public Safety agencies, and others involved in the incident as appropriate.
· During a declared emergency, all COMPANY employees will be considered essential emergency workers and may be reassigned to other duties as necessary.
[bookmark: _Toc119670171]Assumptions
This EOP is based on the following assumptions and limitations:
· Essential/critical COMPANY services will be maintained as long as conditions permit.
· An emergency will require prompt and effective response and recovery operations by COMPANY personnel.
· All key emergency response staff are trained and experienced in operating under the NIMS/ICS protocol.
· Each responding COMPANY department will utilize existing directives and procedures in responding to emergencies and disasters.
· All or part of the COMPANY may be affected by environmental and technological emergencies.
· If a terrorist-related incident or attack occurs, the COMPANY could be subject to hazards related to weapons of mass destruction (e.g., unknown substances in mail). 
· COMPANY communication may be destroyed or rendered inoperable during a disaster. Normal operations may be disrupted during a general emergency; however, the COMPANY can still operate effectively if workforce members are:
· Familiar with established policies and procedures;
· Assigned pre-designated tasks;
· Provided with assembly instructions; and
· Formally trained in the duties, roles, and responsibilities required of them during emergency operations.
[bookmark: _Toc119670172]Integration with the COMPANY’s Family of Emergency Plans
COMPANY NAME has adopted FEMA’s five emergency management mission areas for categorizing company-wide emergency management efforts:
· Prevention Mission Area: Prevent, avoid or stop an imminent, threatened or actual act of terrorism.
· Protection Mission Area: Protect our workforce, visitors, and assets against the greatest threats and hazards in a manner that allows the company to continue to thrive.
· Mitigation Mission Area: Reduce the loss of life and property by lessening the impact of future disasters.
· Response Mission Area: Respond quickly to save lives, protect property and the environment, and meet basic needs in the aftermath of a catastrophic incident.
· Recovery Mission Area: Recover through a focus on the timely restoration, strengthening and revitalization of infrastructure, revenue streams, as well as the health, social, fabric of our workforce affected by a catastrophic incident.
The EOP is the primary document defining the management of the Response and Recovery Mission Areas and integrates with the other COMPANY emergency management plans:
· Corporate Business Continuity Plan: Establishes methods by which COMPANY’s business operations will continue to function during emergencies and business interruptions. This plan is supported by various department continuity of operations annexes.
· Integrated Preparedness Plan (formerly known as the Multi-year Training and Exercise Plan): Outlines annual events at which the COMPANY’s emergency management plans will be trained on and tested.


[bookmark: _Toc119670173]Regulatory and Standards Compliance
This Plan is based on the National Incident Management System (NIMS) and the Incident Command System (ICS). Additionally, it has been developed to allow the assimilation of requirements from other Federal, State and industry oversight agencies.
	This Plan is intended to satisfy the requirements of regulatory and accrediting agencies mandating written procedures to address planning and response to emergencies including:

	✔
	OSHA’s 29 CFR §1910 – General Industry Standards

	✔
	U.S. Environmental Protection Agency’s 40 CFR §261

	✔
	Applicable State and Local Requirements



1.2 [bookmark: _Toc119670174]Company Risk Profile
[bookmark: _Toc119670175]Company Overview
[DESCRIBE WHAT THE COMPANY DOES/PROVIDES, BUSINESS OPERATIONS, NUMBER OF EMPLOYEES, LOCATIONS, ETC.]
[bookmark: _Toc119670176]Critical Infrastructure
The following critical infrastructure systems exist at the COMPANY and associated risks/mitigations are described.
	 Critical Infrastructure
	Risk
	Mitigations

	Electrical/Power
	Outage
	Backup generator and UPS battery systems for each building.

	Water/Sewer
	Contamination or Outage
	None; water and sewer are maintained and supplied by single municipal entity. COMPANY would close physical operations until municipality resolved the issue(s).

	Telephone/IT
	Outage
	Multiple fiber optic lines are fed into both buildings from multiple physical directions (2 from the west, 2 from the south, 1 from the east) by multiple service providers.

	Transportation Routes
	Closure or hazardous materials
	Hwy XXX runs directly in front of both buildings (west/east). Hazmat incidents in front of the campus would result in shelter-in-place or evacuation orders. If route closure occurs, there are multiple alternative detours available for workforce members to use

	Heating, Ventilation, Air Condition
	Outage
	HVAC system is segregated using multiple air handers. If one air handler were to fail; the others can mitigate the effects. 



[bookmark: _Toc119670177]County and Metropolitan Area Overview
Geographic:
[DESCRIBE GEOGRPAHIC AREA THAT THE BUSINESS IS LOCATED IN. CAN USE INFORMATION FROM PUBLICLY AVAILABLE WEBSITES SUCH AS WIKIPEDIA] 
Demographic:
[DESCRIBE THE SOCIA-ECONOMIC DEMOGRAPHICS OF THE GEOGRAPHIC AREA. CAN INCLUDE POPUALATION MAKE UP, INCOME, POVERTY, EDUCATION, ETC. CAN USE PUBLICLY AVAILABLE WEBSITES SUCH AS THE U.S. CENSUS FOR INFORMATION] 
[bookmark: _Toc119670178]Risk Overview
COMPANY NAME is vulnerable to an array of natural, technological and security related threats and hazards. This EOP contains the COMPANY’s Hazard Vulnerability Analysis (aka Risk Assessment or Threat Identification and Risk Assessment - THIRA) (Appendix 3), which ranks risks according to the following factors:
· The probability of a threat or hazard occurring to the COMPANY.
· The magnitude and severity of the hazard or threat if it were to occur.
· The preparedness and response capabilities of the COMPANY and community.
These factors are aggregated into an overall risk percentage for each assessed threat or hazard. The Hazard Vulnerability Analysis/Risk Assessment is reviewed at least every two (2) years.
	EXAMPLE – Top 10 Prioritized Hazard
	Preparedness goals for each capability are derived from the projected consequences of hazards listed in the hazard vulnerability analysis/risk assessment.
However, the COMPANY’s preparedness efforts are capability based, meaning that plans and resources are concentrated on building the emergency management capabilities needed to address an array of hazards rather than focusing separately on each individual risk or hazard. Additional information on the COMPANY’s core capabilities is available in Section 3.1.2 of this plan. 

	1. Information Technology Failure
2. Facility Fire Incident
3. Suspicious Package/Substance
4. Cyber Attack
5. Ransomware
6. Generator Failure
7. Water Contamination/Failure
8. Workplace Violence
9. Facility Flooding (e.g. burst pipe)
10. Political Unrest (e.g., Call Centers)
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[bookmark: _Toc119670188]Introduction
The ultimate authority for coordinating emergency response and recovery activities lies with the Crisis Management Team (SVPs and CEO). The Crisis Management Team (CMT) has delegated authority to carry out all needed activities to the Incident Management Team (IMT). Departments are each granted unique authorities to manage specific tasks during an emergency. Large emergencies and disasters may require the support and resources of external entities, but overall direction and control of emergency response and recovery activities is maintained by the COMPANY until the point that the COMPANY’s Business Continuity Plan indicates devolution. All COMPANY NAME’s emergency response activities will be superseded by federal, state, or local regulatory mandates and the COMPANY’s response activities will align with said mandates.
[bookmark: _Toc119670189]Board of Directors
The Board of Directors ensures commitment and financial support for the provision of a safe and resilient environment consistent with the mission, services, laws, and regulations. The Board has delegated program/operational management responsibilities to the Chief Executive Officer of the COMPANY.
[bookmark: _Toc119670190]Chief Executive Officer (CEO) 
The CEO assigns individuals that will comprise the Crisis Management Team (CMT). Additionally, the CEO will chair the CMT. Finally, the CEO has established the authorities that will be delegated to the members of the Incident Management Team (IMT). 
[bookmark: _Toc119670191]Crisis Management Team (CMT)
The CMT has full authority to define the goals and strategic direction/priorities of the emergency response, identify operational priorities, provide policy guidance to the Incident Management Team, resolve scarce resource allocation issues, delegates command authority to the designated Incident Commander, determine reporting requirements, and establishes a decision-making process as it pertains to policy guidance. 
[bookmark: _Toc119670192]Incident Management Team (IMT)
The IMT has responsibility for incident management or support during incidents or events that have resulted in the activation of this EOP. The IMT functions include, but not limited to:
· Deploys to manage emergency responses, incidents, or planned events requiring a coordinated response from multiple departments
· Assists with incident management activities during events, including natural and human-caused events, as well as planned events
· Assumes operational management of the incident and directs and tracks on-site resources that the COMPANY and other supporting organizations/vendors provide
· Performs Command, Operations, Planning, Logistics, Finance/Administration, Safety, Public Information, and Liaison functions, as the incident requires
· Coordinates with the CMT regarding incident management objectives and support
[bookmark: _Toc119670193]Business Continuity Department
The [JOB TITLE] is the principal advisor to the CEO for emergency management activities and the Emergency Management Department is the department responsible for coordinating preparedness, prevention, protection, mitigation, response, and recovery activities among all COMPANY departments. In carrying out this mandate, the Emergency Management Department is required to maintain an EOP with the necessary supporting policies, plans, procedures, annexes, and appendices. 
Additionally, the Emergency Mangaement Department is tasked with performing activities connected with the emergency management program to include, but not limited to:
· Managing the COMPANY’s Emergency Operations Center (EOC) and ensuring personnel are trained for and fill appropriate positions
· Serving as the COMPANY’s liaison with public safety agencies involved in preparedness, response, recovery, and mitigation of all emergencies
· Ensuring a coordinated effort of all COMPANY departments in preparedness, response, recovery, and mitigation of all emergencies
· Coordinate and support development and maintenance of COMPANY emergency plans, policies, and procedures including the Emergency Operations Plan (EOP) and Business Continuity Plan (BCP) and their support annexes.
· Provide coordination and support to departments in the planning and conduct of training and exercises to build and maintain capabilities described in the EOP and BCP. 
[bookmark: _Toc119670194]Departments
Each COMPANY department is responsible for emergency response/business continuity plans that cover preparedness, protection, prevention, mitigation, response, and recovery activities that are appropriate for its business function.  Departments must keep these plans current in coordination with the Emergency Management Department. This includes assigning a Department Business Continuity Coordinator (BCC) who shall manage the department preparedness and continuity efforts, BCP maintenance, act as representative to COMPANY-wide continuity program initiatives as overseen by the Emergency Management Department and coordinate with the Emergency Management Department in the development and maintenance of the COMPANY’s overall Business Continuity Plan. Departments must implement the National Incident Management System (NIMS) into their procedures, guidelines, Incident Action Plans, trainings, exercises, and resource management procedures.
[bookmark: _Toc119670195]Workforce Members
Individual workforce members are the fundamental building blocks of the COMPANY and the foundation of the COMPANY’s emergency preparedness. The COMPANY strongly encourages all workforce members to take this role seriously by preparing themselves for emergencies. Prepared workforce members are more able to protect their own lives and property and therefore reduce the strain on resources during an emergency. This allows the COMPANY to focus on aiding those most directly impacted by the emergency. 
2.2 [bookmark: _Toc119670196]Line of Succession
[bookmark: _Toc119670197]Chief Executive Officer
In the event that the Chief Executive Officer (CEO) is incapacitated or incapable of discharging their duties, the COMPANY’s Board of Directors will designate a person (internal or consultant), several executive leaders, or the Executive Committee, as the person(s) to serve as interim CEO. The CEO will be the chairperson of the Incident Command System Policy Group – see section 2.3.3 for organizational chart.
[bookmark: _Toc119670198]Executive Leadership
If Executive leaders (Senior Vice Presidents) are incapacitated or incapable of discharging their duties, the CEO will be responsible for their duties and responsibilities or may choose to delegate to other available COMPANY officer(s) or external consultant(s). Executive leaders will be members of the Incident Command System Policy Group – see section 2.3.3 for organizational chart.
[bookmark: _Toc119670199]Incident Commander
During an emergency, the following prioritized positions are authorized to assume the Incident Commander (IC) role.
· Chief Operating Officer
· Chief Financial Officer
· Chief Information Officer
· Any Executive Leader (Senior Vice President or Chief Executive Officer)
2.3 [bookmark: _Toc119670200]Emergency Organization and Operations
[bookmark: _Toc92357445][bookmark: _Toc92368654][bookmark: _Toc92371628][bookmark: _Toc92373121][bookmark: _Toc119670201]Introduction
The management of emergencies or disasters requires coordination between on-site resources, support and coordination organizations/vendors, public information entities, and policy makers/regulators. The concerted effort needed to accomplish these key emergency management tasks requires the use of a standard concept/frameworks. COMPANY NAME adheres to the principles of the National Response Framework, National Disaster Recovery Framework and National Incident Management System (NIMS). 
[bookmark: _Toc119670202]Incident Command System (ICS)
2.3.1.1 ICS Overview
The ICS, as defined in the NIMS, establishes a structure for how all incidents throughout the COMPANY are managed. ICS is a standardized approach to the command, control, and coordination of on-scene incident management that provides a common hierarchy within which personnel from multiple departments/organizations can be effective. ICS specifies an organizational structure for incident management that integrates and coordinates a combination of procedures, personnel, equipment, facilities, and communications. Using ICS for every incident helps hone and maintain skills needed to coordinate efforts effectively. This system includes five major functional areas, staffed as needed, for a given incident: Command, Operations, Planning, Logistics, and Finance/Administration. A sixth ICS Function, Intelligence/ Investigations, is only used when the incident requires these specialized capabilities.
The Incident Commander (IC) is responsible for leading the COMPANY’s operations during an incident and approving an Incident Action Plan (IAP) to guide incident objectives. An IC should be from the department with the appropriate incident management responsibility listed in Section 3 of this plan. All departments involved in incident response report up through the ICS structure regardless of their usual (normal day-to-day) chain of command. 
Some complex incidents fall within the jurisdiction of multiple organizations (e.g., COMPANY and Fire Department) and require increased inter-organizational coordination to manage. For these incidents, the IC may choose to establish a Unified Command. Unified Command consists of two or more representatives from different organizations working together to lead an ICS structure. Establishing Unified Command means that there is no longer a single IC, and all command decisions must be agreed upon among the Unified Commanders (UCs) and communicated down the ICS structure with a singular voice. In the private sector, Unified Command decisions may result in a compromise whereby law or statutes may override the private sector entity’s (i.e., the COMPANY) priorities.
2.3.1.2 Command Staff
The Command Staff is comprised of the IC and several support positions needed to ensure incident safety, liaise with the other stakeholders/response organizations or vendors, coordinate with the media or Joint Information Center (JIC), and provide legal advice to the Incident Management Team.
2.3.1.3 Operations Section
The Operations Section is responsible for all tactical operations at the incident level. This includes carrying out the objectives of the incident action plan and providing information on ongoing operations to the Planning Section. The Operations Section Chief manages the section and reports to the IC.
2.3.1.4 Planning Section
The Planning Section is responsible for the collection, evaluation and dissemination of information related to the incident, and for the preparation and documentation of Incident Action Plans and situation reports. The Planning Section maintains information on the current and forecasted situation and tracks the status of resources assigned to the incident. The Planning Section Chief manages the section and reports to the IC.
2.3.1.5 Logistics Section
The Logistics Section is responsible for providing facilities, services, and materials for the
incident. The Logistics Section Chief manages the section and reports to the IC.
2.3.1.6 Finance and Administration Section
The Finance and Administration Section is responsible for reviewing expenditures, allocating
funds, and managing all other financial considerations. The Finance and Administration Section
Chief manages the section and reports to the IC.
2.3.1.7 Intelligence and Investigation Section
During certain incidents, the IC may choose to add an ICS Intelligence and Investigation Section.
This section is responsible for investigating possible crimes and gathering information to prevent
future threats (e.g., cyberattacks). NOTE: the I/I Section can be established as its own functional area or report to an established function and thus is not noted in the organizational chart below).


[bookmark: _Toc119670203]Emergency Operations Center (EOC) & Mobilization
Policy Group
(e.g., Ex. Leadership)

2.3.1.8 Emergency Operations Center Locations
the COMPANY maintains primary and alternate EOC facilities. The primary EOC is [INSERT LOCATION]. The alternate EOC location will be determined when needed. The COMPANY also maintains a virtual EOC structure utilizing the Microsoft Teams/Zoom platform, which is available to supplement in-person activations or function solely as a virtual EOC.
2.3.1.9 Recognition/Discovery
The recognition or discovery of an emergency may occur including:
Emergency Event
Any obvious event such as an earthquake, observations that alarm the personnel, etc. will be the precipice to activate notifications of supervisory personnel. Delay in notifications should not occur unless life safety is a concern.
Slow Onset Event
A slow onset event such as a foodborne disease outbreak, pandemic, etc. will require a conscious effort to maintain situational awareness of facility operations. The occurrence that a delayed recognition that resources are strained is high; therefore, recognition of an emergency may require certain triggers to be in place so an objective ICS activation may occur.
Notification of Issue
The COMPANY is engaged with external stakeholders for emergency management issues. Notifications from those agencies can be planned for (planned power outage) or during the evolution of an emergency (flooding). Upon such notification the COMPANY will respond accordingly and may activate the Emergency Operations Center to a selected level.
2.3.1.10 Recognition/Discovery
Guidelines on the procedures and sequence for making the various internal and external notifications following any emergency incident can be found in the Crisis Communications Plan located in Annex 1. The information provided herein focuses primarily on general notifications and reporting. 
The purpose of the notification process is to:
· Protect the safety of the public, workforce members, and responders;
· Initiate incident stabilization efforts as effectively and quickly as possible; and
· Meet regulatory requirements.
The notification process is triggered by an emergency or suspected emergency that is detected by, or reported to COMPANY personnel by the public, visitors, public safety, or a workforce member.
NOTE: Research (Dynes RR, Quarantelli EL, Kreps GA, 1981) shows that most persons do NOT panic or overact during an emergency event. Additionally, the more informed a person is of the situation, the safer their response actions can be. Thus, to aid in effective communications, the COMPANY shall communicate all emergencies in plain, clear language. The use of codes (Code 4 or 10-4) or other jargon that a reasonable person would not understand is strongly discouraged. 
Alternate means of notifications/communications include but not limited to:
· Landline, VOIP, & satellite telephones
· Mass Notification System
· Radio Systems (UHF/VHF/800MHz)
Workforce Notifications – On Duty
Any person who observes or becomes aware of an emergency shall immediately report the incident to Security (ext. XXXX) and their department supervisor. Information should be documented and retained by Security to provide to COMPANY leadership, if needed. 
COMPANY Personnel
COMPANY personnel/employee on-site will:
· Take action to control the situation and prevent escalation, if safe to do so;
· Report incident to Security (ext. XXXX)
· Immediately inform their department supervisor (e.g., what is happening, where is it happening, personnel involved, what is being done about it)
Security
Security Officer(s) will:
· Record information from the employee or external agencies
· Notify On-site facilities/security leader(s) via radio
· Utilize Mass Notification system, as directed
· Contact 9-911 (desk) / 911 (cellular) for police, fire, EMS services as needed
Business Continuity or Facilities/Security Leadership
The Facilities & Security leaders will:
· Record information from the employee or external agencies
· Utilize Mass Notification system (in coordination with HR), if applicable
· Notify the COMPANY Executive Leadership that an incident has occurred, or emergency management plan has been activated
· Maintain contact with COMPANY personnel and any other persons in order to remain current with the situation as it evolves
· Contact municipal and/or county emergency management agencies
Executive Leadership
Upon receiving notification from the Business Continuity Department that an emergency exists the Executive Leader will determine if an activation ICS and authorize the standup of the Emergency Operations Center (and to what level – see activation table following this section). If activation is approved, the Executive Leader will direct the notification of:
· Chief Executive Officer
· Incident Management Team (IMT)
· Others identified as deemed appropriate
The Executive Leader and IMT will confirm that additional notifications are completed, such as those to:
	· Government agencies
· Corporate/System leadership
· Local authorities
	· Stakeholders
· Response vendors/suppliers
· Others, as identified


Workforce Notifications – Off Duty
Workforce members not on duty at the time of the emergency are notified (if necessary) through activation of department call-back procedures or via the COMPANY’s mass notification system.
· Departments that maintain current phone lists may contact staff when instructed to do so by the EOC. Results of availability and response times will be documented and forwarded to the EOC.
· If using the COMPANY’s mass notification system, the contact information is pre-loaded into the system through the COMPANY’s HR records. It is vital that each employee update their information to ensure accurate notification.
· Employees responding will be instructed on what their expected response should be and, if appropriate, response procedures.
Ongoing Notifications
It is the responsibility of the COMPANY to ensure that on-going information is provided to affected personnel. There are alternative methods for communication if the primary is not available. These include but are not limited to, mass notification system, telephone, intranet postings, paper messages, voicemail, etc.
External stakeholders, COMPANY NAME senior leadership, regulators, etc. will be updated on the progress of the incident through means deemed appropriate by the Incident Commander.
2.3.1.11 Activation & Mobilization
Upon activation of the ICS, the activated IMT positions will convene in a virtual environment for an initial briefing. Once incident response operations are underway, additional personnel may be mobilized. NOTE: once this Plan has been activated, emergency response activities take precedence over all non-critical COMPANY operations. All departments and personnel are required to support the IMT, as appropriate, without delay.

The EOC may be (de)activated to one of the following levels depending on emergency needs.
Level
Activation Type
Description
Incident Characteristics
Normal
Operations
Steady-State; Continuous Monitoring
Activities that are normal for the COMPANY, when no incident or specific risk or hazard has been identified or underway.
N/A
Alert
Standby
Emergency Management Department is monitoring an evolving event and assessing potential impact to the COMPANY. 
An incident may be occurring but is manageable with current resources and established procedures.
· Minimal service impacted
· Immediate control at hand
· Low probability of escalation
· No immediate impact to operations
· May complete 3rd part notification
· No immediate threat to people
· No threat to facility infrastructure
· Can respond with existing resources
Partial
Activation
Analysis/Rapid Response/Corporate Guidance
Certain IMT Team members/departments are activated to monitor a credible threat, risk, or hazard and/or to support the response to a new and potentially evolving incident.
· Potential exists for injury/threat to people
· Offsite impact possible
· Potential threat to facility infrastructure
· Limited short-term impact to operations
· External resources may be required
Full
Activation
EOC and IMT Activation
IMT team is activated, including personnel from assisting departments/ vendors, to support the response to a major incident or credible threat.
· Fatality/serious injury or illness and/or ongoing threat to public safety
· Ongoing threat to facility infrastructure
· Potential for long-term or significant to operations (or no indication of how long impact may last)
· External resources required
*EOC = Emergency Operations Center // IMT = Incident Management Team


[bookmark: _Toc119670204]Joint Information System (JIS)/Joint Information Center (JIC)
During an emergency, the COMPANY must gather information from a myriad of departments, partner organizations, media outlets and open-source platforms; synthesize it into clear messaging and communicate the message with one voice to our stakeholders. For small incidents, this is accomplished using a Joint Information System (JIS) in which the COMPANY’s public information officer (PIO) coordinates messaging with relevant organizations and then communicates (or assists in communicating) directly with the stakeholders.
During a significant emergency, however, public information demands quickly outpace the
ability of one PIO, and a Joint Information Center (JIC) must be activated. The JIC brings together public information professionals from all impacted stakeholders in one location to manage media relations, public relations, public warnings and advisories, and media monitoring. 

NOTE: COMPANY NAME typical will not establish its own JIC; rather, when appropriate, the COMPANY may participate in other stakeholder’s JIC (e.g., FBI’s JIC for major cyberattack).
[bookmark: _Toc119670205]Communications Systems
the COMPANY employs multiple interoperable communication systems to support emergency
operations. These systems include:
· Portable hand-held radios.
· Voice Over Internet Protocol (VOIP) and traditional landline telephones.
· Cellular telephones.
· Email, video conferencing and other methods of online communication.
· Mass Notification System.
All COMPANY personnel that employ these systems should utilize plain language to avoid confusion caused by code and terminology differences between stakeholders.
[bookmark: _Toc119670206]Workforce Protective Actions
2.3.1.12 Introduction
Workforce protective actions consist of instructions to the workforce to take measures to protect their lives, property and wellbeing. These instructions may be issued by an Incident Commander for an incident scene or by an executive leader for large portions of the COMPANY. While there are many potential workforce protective action instructions that may be issued, the most common are detailed below.
2.3.1.13 Evacuation
Evacuation instructions are notices to the workforce to leave the buildings. Evacuations must consider the transportation needs and accessibility challenges of people in the area being evacuated. Affected personnel are to proceed to the Safe Meeting Areas (SMAs) on the south end of the parking lot. Evacuations also require significant coordination to ensure safe and organized re-entry and reoccupation of evacuated areas. The Facilities and Security Department is responsible for enforcing and carrying out evacuation orders.
2.3.1.14 Shelter in Place
Certain threats require the workforce to immediately go indoors and stay there until advised it is safe to leave. This type of protective action is typically implemented to address immediate security threats, police operations in an area, or a hazardous materials release. The instruction to shelter in place is normally short-lived. For a hazardous materials release, the workforce may also receive instructions to close all doors, windows, and other exterior openings of the building(s). Facilities and Security Department is responsible for enacting and enforcing shelter in place instructions. 
2.3.1.15 Public Health Protective Actions
Public health protective actions are as varied as the public health threats that may face the COMPANY. For example, contamination of the COMPANY’s drinking water may result in instructions to boil or not use tap water. For communicable diseases, certain quarantine, isolation, or social distancing orders may be issued. The [INSERT JOB TITLE] may issue public health protective actions in consultation with the [INSERT JOB TITLES THAT WOULD BE COSULTED WITH SUCH AS DIRECTOR OF HUMAN RESOURCES]. The Emergency Management Department is responsible for implementing public health protective actions and coordinating with all relevant lead, support and partner departments.
[bookmark: _Toc119670207]Re-Entry
After an evacuation or instructions to avoid the area, workforce members must be allowed to orderly return to an area. For smaller emergencies with a limited scope, re-entry may be managed at the incident site by the Incident Commander or the Security Department. For larger emergencies, re-entry may need to be managed using a tiered process or approval granted from public safety officials (e.g., Fire Department)
[bookmark: _Toc119670208]Recovery Operations
The initial response actions are to preserve life, stabilize the incident, and protect property and the environment as well as short-term recovery coordination. Short-term recovery operations consist of actions to restore the services that are needed to reoccupy buildings and bridge any remaining resource gaps that are preventing the company from moving swiftly towards recovery.
While recovery should begin concurrently with the initial response, the primary focus shifts to recovery once the Incident Commander’s response objectives are achieved and the Incident Action Plan’s emphasis shifts to recovery needs. This shift may be marked by the emergency response operational periods lengthening beyond 12 hours or the response staffing shifts to daytime only operations. When transitioning to recovery operations, the Incident Commander may elect to activate or deactivate certain ICS positions or bring in additional recovery focused liaisons.
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[bookmark: _Toc119670209]SECTION 3: ROLES AND RESPONSIBILITIES
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3.1 [bookmark: _Toc119670211]Organizational Emergency Functions
[bookmark: _Toc119670212]Overview of Emergency Functions
COMPANY departments and outside partner organizations/vendors have critical emergency management roles, categorized by core capabilities. Core capabilities are the key functions necessary to comprehensively address COMPANY NAME’s five emergency management mission areas: Prevention, Protection, Mitigation, Response and Recovery. Each COMPANY department and external organization supports the COMPANY’s core capabilities as either the lead department, support department, or a partner organization.
3.1.1.1 Lead Department 
Lead departments are assigned primary responsibility for coordinating the COMPANY’s effort to address a capability. Lead departments are not expected to address their core capabilities alone but are instead charged with organizing support from other COMPANY departments and external organizations. Lead departments are ultimately accountable to the Executive Leadership for the development of their core capability(ies).
3.1.1.2 Support Department
Support departments assist the lead department in accomplishing an assigned core capability(ies). Core capabilities are assigned to only one lead department, but they may have numerous support departments that bring an array of useful assets and skill sets. Support departments work in coordination with the lead department but are ultimately accountable to the Executive Leadership for assisting the lead department in developing an assigned core capability(ies).
3.1.1.3 Partner Organizations/Vendors
Partner organizations/vendors are organizations external to the COMPANY that are critical in addressing a core capability(ies). Core capabilities may require the resources and aptitudes of numerous partner organizations/vendors to successfully build resiliency. Like support departments, partner organizations/vendors should coordinate their efforts with the lead department; however, partner organizations/vendors do not ultimately report to the Executive Leadership and therefore possess more autonomy than support departments.
[bookmark: _Toc119670213]Core Capabilities
Core capabilities must be continuously developed and evaluated to ensure the COMPANY is adequately prepared for an emergency. the COMPANY’s core capabilities are listed by mission area in this section. Some capabilities are shared among all mission areas and are listed first. The Prevention and Protection Mission Areas share a number of common capabilities and are grouped together. The COMPANY’s core capabilities are adapted from FEMA’s National Preparedness Goal. Only those core capabilities applicable to the COMPANY are listed.




Mission Areas and Core Capabilities
	PREVENTION
	PROTECTION
	MITIGATION
	RESPONSE
	RECOVERY

	Planning

	Public Information and Warning

	Operational Coordination

	Intelligence and Information Sharing
	Company Resilience
	Infrastructure Systems

	Interdiction and Disruption
	Long-Term Vulnerability Reduction
	Critical Transportation
	Economic Recovery

	Screening, Search, and Detection
	Risk and Disaster Resilience Assessment
	Environmental Response / Health and Safety
	Health and Social Services (e.g., EAP Support)

	
	Access Control and Identity Verification
	Threats and Hazard Identification
	Fire Management and Suppression
	

	
	Cybersecurity
	
	Logistics and Supply Chain Management
	

	
	Physical Protective Measures
	
	On-Scene Security, Protection, and Law Enforcement
	

	
	Risk Management for Protection Programs and Activities
	
	Operational Communications
	

	
	Supply Chain Integrity and Security
	
	Public Health, Healthcare, and Emergency Medical Services
	

	
	
	
	Situation Assessment
	


Notes: Core Capabilities that span multiple Mission Areas are shared capabilities. 
FEMA Core Capabilities not adapted/included: Forensic and Attribution, Fatality Management Services, Mass Care Services, Mass Search and Rescue Operations, Housing, Natural and Cultural Resources

3.1.1.4 Capabilities Shared Among All Mission Areas
· Planning: Create an ongoing and systematic process engaging the COMPANY in the development and execution of strategic, operational and/or tactical-level approaches to meet defined objectives.
· Public Information and Warning: Deliver coordinated, prompt, reliable and actionable information to applicable stakeholders through the use of clear, consistent, and culturally and linguistically appropriate communications regarding any threat or hazard, including the actions taken and the assistance available.
· Operational Coordination: Establish and maintain a unified and coordinated operational structure and process that integrates all critical stakeholders and supports the execution of core capabilities.
3.1.1.5 Prevention and Protection Mission Areas
· Access Control and Identity Verification: Apply and support necessary physical, technological, and cyber measures to control access to critical locations and systems.
· Cyber Security: Protect (and if needed, restore) electronic communications systems, data and services from damage, unauthorized use, and exploitation.
· Intelligence and Information Sharing: Gather and provide timely, accurate and actionable information concerning physical and cyber threats; the development, proliferation, or use of weapons of mass destruction; or any other matter threatening the COMPANY’s security (physical and cyber). Information sharing is the ability to exchange intelligence, information, data or knowledge among government or private sector entities.
· Interdiction and Disruption: Delay, divert, intercept, halt, apprehend or secure threats and/or hazards.
· Physical Protective Measures: Implement and maintain risk-informed countermeasures and policies protecting people, structures, materials, products and systems associated with key operational activities and critical infrastructure.
· Risk Management for Protection Programs: Identify, assess and prioritize risks to inform protection activities, countermeasures and investments.
· Screening, Search and Detection: Identify, discover and locate threats and/or hazards through active and passive surveillance and search procedures. This may include the use of systematic examinations and assessments, bio surveillance, sensor technologies or physical investigation and intelligence.
· Supply Chain Integrity and Security: Strengthen the security and resilience of the supply chain.
3.1.1.6 Mitigation Mission Area
· Company Resilience: Enable the recognition and understanding of potential risks, encourage adequate planning for those risks and empower workforce members and the COMPANY, as a whole, to make informed decisions necessary to adapt to, withstand and quickly recover from future incidents.
· Long-Term Vulnerability Reduction: Build and sustain resilient systems, departments, critical infrastructure and key resource lifelines to reduce vulnerability to natural, technological and human-caused threats and hazards by lessening the likelihood, severity and duration of the adverse consequences.
· Risk and Disaster Resilience Assessment: Assess risk and disaster resilience so that decision makers, responders and community members can take informed action to reduce risk and increase resilience.
· Threat and Hazard Identification: Identify the threats and hazards that could occur, determine the potential frequency and magnitude and incorporate this into planning processes to clearly understand the needs of the COMPANY.
3.1.1.7 Response Mission Area
· Critical Transportation: Provide transportation (including infrastructure access and accessible transportation services) for response priority objectives, including the evacuation of people and animals, and the delivery of vital response personnel, equipment and services into the affected areas.
· Environmental Response/Health and Safety: Conduct appropriate measures to ensure the protection of the health and safety of the workforce members, as well as the environment, from all-hazards in support of responders.
· Fire Management & Suppression: Maintain structural and specialized firefighting capabilities to manage and suppress fires of all kinds and complexities while protecting the lives, property and the environment in all buildings.
· Infrastructure Systems (Shared with the Recovery Mission Area): Stabilize critical infrastructure functions to minimize health and safety threats, and efficiently restore and revitalize infrastructure systems and services to support a viable, resilient COMPANY.
· Logistics and Supply Chain Management: Deliver essential commodities, equipment and services in support of impacted departments, to include emergency power and fuel support.
· On-Scene Security, Protection and Law Enforcement: Ensure a safe and secure environment through law enforcement engagement and related security and protection operations for the workforce in affected areas and also for response personnel engaged in lifesaving and life-sustaining operations.
· Operational Communications: Ensure the capacity for timely communications in support of security, situational awareness and other emergency operations by any and all means available, among and between affected departments in the impact area and all response personnel.
· Public Health, Healthcare and EMS: Provide life-saving medical treatment via emergency medical services (medical response team) and related operations and avoid additional disease and injury by providing targeted public health, medical treatment and behavioral health support, and bringing medical supplies to all affected workforce members.
· Situational Assessment: Provide all decision makers with relevant information regarding the nature and extent of the hazard or emergency, the status of the response and any cascading effects.
3.1.1.8 Recovery Mission Area
· Economic Recovery: Return economic and business activities to a healthy state and develop new business and employment opportunities that result in an economically viable company.
· Health and Social Services: Provide and improve health and social services through the company Employee Assistance Program (EAP) to promote the resilience, independence, health (including behavioral health) and well-being of the workforce.
[bookmark: _Toc119670214]Core Capability Assignments
The lead, support and partner responsibilities for each capability are listed by department and
Organization on the following pages.



	COMPANY 
Departments
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME

	Planning
	
	S
	S
	
	
	S
	S
	L
	S
	S
	S
	
	
	S
	S

	Public Information and Warning
	
	L
	S
	
	
	S
	S
	S
	S
	S
	S
	
	
	S
	S

	Operational Coordination
	
	S
	S
	
	
	S
	S
	L
	S
	S
	S
	
	
	S
	S

	Intelligence and Information Sharing
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Interdiction and Disruption
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Screening, Search, and Detection
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Company Resilience
	
	S
	S
	
	
	S
	S
	L
	S
	S
	S
	
	
	S
	S

	Long-Term Vulnerability Reduction
	
	
	
	
	
	
	
	S
	
	
	
	
	
	L
	

	Risk and Disaster Resilience Assessment
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Access Control and Identity Verification
	
	
	
	
	
	
	
	L
	S
	
	
	
	
	
	

	Cybersecurity
	
	S
	S
	
	S
	S
	S
	S
	S
	L
	S
	
	S
	S
	S

	Physical Protective Measures
	
	
	
	
	
	
	
	L
	
	S
	
	
	
	
	

	Risk Management for Protection Programs
	
	
	
	
	
	
	
	
	
	
	S
	
	
	L
	

	Supply Chain Integrity and Security
	
	
	L
	
	
	
	
	
	
	
	
	
	
	
	

	Infrastructure Systems
	
	S
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Critical Transportation
	
	
	
	
	
	
	
	
	L
	
	
	
	
	
	

	Environmental Response / Health and Safety
	
	
	
	
	
	
	
	L
	
	
	
	
	
	S
	

	Threats and Hazard Identification
	
	
	
	
	
	
	
	L
	
	
	
	
	
	S
	

	Economic Recovery
	
	
	S
	S
	
	
	L
	
	S
	
	S
	S
	S
	S
	S

	Health and Social Services (e.g., EAP Support)
	
	
	
	
	
	
	
	
	L
	
	
	
	
	
	

	Fire Management and Suppression
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Logistics and Supply Chain Management
	
	
	L
	
	
	
	
	S
	
	
	
	
	
	
	

	On-Scene Security, Protection, and Law Enforcement
	
	
	
	
	
	
	
	L
	
	
	
	
	
	
	

	Operational Communications
	
	S
	
	
	
	
	
	L
	S
	S
	
	
	
	
	

	Public Health, Healthcare, and EMS
	
	
	
	
	
	
	
	L
	
	S
	
	
	
	
	

	Situation Assessment
	S
	S
	S
	S
	S
	S
	S
	L
	S
	S
	S
	S
	S
	S
	S


 = Lead      = Support      = Partner



	Vendors
and
Contractors
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	DEPARTMENT NAME
	
	
	
	
	
	
	
	
	
	

	Planning
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Public Information and Warning
	P
	
	P
	
	P
	
	
	
	
	
	
	
	
	
	

	Operational Coordination
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Intelligence and Information Sharing
	
	
	P
	
	P
	
	
	
	
	
	
	
	
	
	

	Interdiction and Disruption
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Screening, Search, and Detection
	
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Company Resilience
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Long-Term Vulnerability Reduction
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Risk and Disaster Resilience Assessment
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Access Control and Identity Verification
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Cybersecurity
	P
	
	
	P
	
	
	
	
	
	
	
	
	
	
	

	Physical Protective Measures
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Risk Management for Protection Programs
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Supply Chain Integrity and Security
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Infrastructure Systems
	P
	
	
	P
	
	
	
	
	
	
	
	
	
	
	

	Critical Transportation
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Environmental Response / Health and Safety
	
	P
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Threats and Hazard Identification
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Economic Recovery
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Health and Social Services (e.g., EAP Support)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Fire Management and Suppression
	
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Logistics and Supply Chain Management
	P
	P
	
	
	
	
	
	
	
	
	
	
	
	
	

	On-Scene Security, Protection, and Law Enforcement
	
	
	P
	
	
	
	
	
	
	
	
	
	
	
	

	Operational Communications
	P
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Public Health, Healthcare, and EMS
	
	P
	
	
	
	
	
	
	
	
	
	
	
	
	

	Situation Assessment
	P
	
	P
	
	
	
	
	
	
	
	
	
	
	
	


 = Lead      = Support      = Partner


3.2 [bookmark: _Toc119670215]Responsibilities: COMPANY Departments
[bookmark: _Toc119670216]Audit
Capabilities Led: None
Institutional Criticality: Supporting
ICS Positions Staffed: Scribes and Documentation Unit Leader
Major Emergency Management Responsibilities:
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670217]Public Relations
Capabilities Led: Public Information and Warning
Institutional Criticality: Critical
ICS Positions Staffed: Public Information Officer (PIO)
Major Emergency Management Responsibilities:
· In coordination with Human Resources and Legal, manage public information messaging for external stakeholders such as regulators, customers, etc.
· Oversee the branding and presentation of preparedness and emergency messaging.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670218]Supply Chain
Capabilities Led: Supply Chain Integrity and Security, Logistics and Supply Chain Management
Institutional Criticality: Critical
ICS Positions Staffed: Logistics Section Chief, Supply Unit Leader, Supply Branch, Services Branch, Procurement Unit Leader
Major Emergency Management Responsibilities:
· Vet and credential vendors and contractors for response and recovery operations.
· Inventory, management, and maintain COMPANY contracts for services needed during an emergency.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
[bookmark: _Toc119670219]Compliance
Capabilities Led: None
Institutional Criticality: Supporting
ICS Positions Staffed: Scribes and Documentation Unit Leader
Major Emergency Management Responsibilities:
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670220]Executive Management
Capabilities Led: None
Institutional Criticality: Critical
ICS Positions Staffed: Policy Group, Incident Commander
Major Emergency Management Responsibilities:
· Maintain direction and control of COMPANY’s overall response to an emergency.
· Set emergency management goals and strategic (not tactical) objectives for the COMPANY.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a company specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670221]Facilities & Engineering
Capabilities Led: Planning, Operational Coordination, Intelligence and Information Sharing, Interdiction and Disruption, Screening, Search, and Detection, Company Resilience, Risk and Disaster Resilience Assessment, Access Control and Identity Verification, Physical Protective Measures, Infrastructure Systems, Environmental Response / Health and Safety, Threats and Hazard Identification, Fire Management and Suppression, On-Scene Security, Protection, and Law Enforcement, Operational Communications, Public Health, Healthcare, and EMS, Situation Assessment
Institutional Criticality: Critical
ICS Positions Staffed: Operations Section Chief, Planning Section, Infrastructure Branch Director 
Major Emergency Management Responsibilities:
· Fleet Management: Assist in maintaining fuel needs and mechanical readiness for vehicles and buildings involved in emergency operations.
· Solid Waste: Manage disposal of solid waste.
· Traffic Safety: Oversee traffic management operations on COMPANY property.
· Coordinate with public and private sector partners to ensure the maintenance or rapid restoration of emergency and utility services.
· Conduct initial damage assessments of the COMPANY’s wastewater, fiber optic, and other utilities.
· Receive emergency supplies, equipment, and response personnel arriving on-site.
· Ensure security protections for all COMPANY buildings.
· Ensure the environmental health and safety of all COMPANY buildings.
· Manage cleanup of hazardous materials spills.
· Issue initial warning to workforce members through alarm systems and/or mass notification system ([NAME]).
· Take calls for assistance and dispatch the appropriate resources.
· Service as the COMPANY’s primary entity for routine emergency information gathering, detection, and monitoring.
· Manage department response resources and triage calls by priority when resources are limited.
· Provide fire prevention, suppression, and hazardous materials response.
· Provide CPR and First Aid services at layperson level.
· Make initial evacuation decisions and coordinate with public safety agencies (e.g., police, fire, EMS).
· Manage evacuations of COMPANY buildings.
· Provide security services.
· Establish and enforce perimeters around incident scenes or critical infrastructure.
· Issue and enforce evacuation and shelter-in-place orders.
· Maintain tactical level incident plans related to facility pre-plans, response deployment, and other relevant incident response tasks.
· Lead COMPANY wide coordination efforts for the purpose of emergency and disaster preparedness, response, and recovery.
· Coordinate EOC operations and facilitate the training of all EOC staff.
· Maintain the COMPANY’s overarching emergency plans including the EOP, Business Continuity Plan, Integrated Preparedness Plan (i.e. training and exercises), etc.
· Advise Executive Leadership on best practices for the prevention/protection against threats, and for hazard mitigation, emergency response and recovery.
· Coordinate emergency response among COMPANY departments and outside organizations.
· Conduct regular exercises to evaluate the readiness of COMPANY emergency management capabilities.
· Maintain readiness of the EOC and alternate facilities.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670222]Human Resources
Capabilities Led: Critical Transportation, Health and Social Services (e.g., EAP Support), Public Information and Warning
Institutional Criticality: Critical
ICS Positions Staffed: Public Information Officer, Employee Health & Well Being Unit Leader, Compensation/Claims Unit Leader
Major Emergency Management Responsibilities:
· Identify COMPANY personnel capable of filling key emergency functions.
· Track employee time for emergency related tasks.
· Track all injury and illness compensation claims.
· In coordination with General Counsel and Public Relations, administer incident communications for workforce, vendors, and contractors.
· Maintain methods to warn and communicate with workforce members regarding emergency events and what actions to take.
· Maintain methods to provide vaccines for employees.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670223]Information Technology
Capabilities Led: Cybersecurity
Institutional Criticality: Critical
ICS Positions Staffed: Operations Section Chief, IT Branch Director, IT Equipment Unit Leader
Major Emergency Management Responsibilities:
· Supply support for the emergency operations center and public information.
· Support technology and production needs for business continuity needs.
· Ensure the resilience of COMPANY IT systems and lead the response and recovery from all IT-related incidents.
· In coordination with Facilities, Human Resources, and Treasury and Finance, identify alternate facilities for COMPANY wide business continuity needs.
· Maintain tactical-level plans related to cyber security and technology resiliency.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670224]Office of General Counsel
Capabilities Led: None
Institutional Criticality: Critical
ICS Positions Staffed: Legal Officer
Major Emergency Management Responsibilities:
· Advise Incident Commander and Executive Leadership concerning legal implications of emergency management decisions.
· Vet all emergency contracts to ensure compliance with laws and regulations.
· Review all emergency plans for legality.
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670225]Marketing
Capabilities Led: None
Institutional Criticality: Supporting
ICS Positions Staffed: Public Information Officer, Liaison Officer
Major Emergency Management Responsibilities:
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
· supporting documentation.
[bookmark: _Toc119670226]Operations
Capabilities Led: Operational Coordination
Institutional Criticality: Critical
ICS Positions Staffed: Operations Section Chief, Customer Operations Branch Director
Major Emergency Management Responsibilities:
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670227]Risk
Capabilities Led: Long-Term Vulnerability Reduction
Institutional Criticality: Supporting
ICS Positions Staffed: Liaison Officer, Analytics Unit Leader
Major Emergency Management Responsibilities:
· Identify business critical/essential functions that must be maintained or rapidly restored during an emergency and maintain a department specific business continuity plan to address these functions.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
[bookmark: _Toc119670228]Business Office
Capabilities Led: Economic Recovery
Institutional Criticality: Critical
ICS Positions Staffed: Finance Section Chief, Cost Unit Leader, Compensation/Claims Unit Leader
Major Emergency Management Responsibilities:
· Certify documentation or emergency and disaster-related contracts.
· Coordinate with EOC’s Finance and Administration Section to set COMPANY-wide spending limits for emergency response activities.
· Ensure workforce members, contractors, and vendors continue to be paid during an emergency.
· Coordinate with all COMPANY departments to track, collect, and catalog all emergency expenditures to use in monitoring liquidity.
· In coordination with Facilities, Information Technology, and Human Resources, identify alternate facilities for COMPANY business continuity needs.
· Approve emergency contracts.
· Approve emergency purchases.
· Establish a method of communication with Treasury & Finance Crisis Team and staff.
· Determine if team/department recovery site is necessary and communicate to employees the plan of working offsite.
· Rapidly access Treasury & Finance critical systems and application (see Appendix D, Section 7.4 T&F Functional Recovery Procedures). Coordinate with IT the restoration of the critical/essential systems in accordance with the priority functions established in Treasury & Finance Function Recovery Procedures.
· Take appropriate action to communicate with wholesale deposit customers.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the EOC Finance and Administration Section with the appropriate supporting documentation.
· Account for all internal emergency/disaster related expenditures and report these expenditures to the Incident Management Team with the appropriate supporting documentation.


3.3 [bookmark: _Toc119670229]Responsibilities: Vendors and Contractors
[bookmark: _Toc119670230]Communication Providers (telecom, internet, TV, etc.)
ICS Positions Staffed: Liaisons on an as needed basis
Major Emergency Management Responsibilities:
· Maintain or rapidly restore communication services to the COMPANY after an emergency.
· Communicate status updates on the COMPANY’s communication infrastructure to the COMPANY’s Emergency Operations Center.

[image: A blue and black logo

Description automatically generated]
[image: A blue and black logo

Description automatically generated]

Page 18		 Emergency Operations Plan | MONTH 20XX
Emergency Operations Plan | May 2022 		 Page 17
[bookmark: _Toc119670231]SECTION 4: PLAN MAINTENANCE
4 [bookmark: _Toc92460362][bookmark: _Toc92800705][bookmark: _Toc92800982][bookmark: _Toc92801062][bookmark: _Toc92803069][bookmark: _Toc92803150][bookmark: _Toc92803230][bookmark: _Toc92803310][bookmark: _Toc92803389][bookmark: _Toc92805715][bookmark: _Toc92806170][bookmark: _Toc93322310][bookmark: _Toc93324747][bookmark: _Toc94009602][bookmark: _Toc94009809][bookmark: _Toc94009892][bookmark: _Toc94015412][bookmark: _Toc94018443][bookmark: _Toc94020154][bookmark: _Toc94020239][bookmark: _Toc94091046][bookmark: _Toc94175430][bookmark: _Toc95383308][bookmark: _Toc95998513][bookmark: _Toc97802988][bookmark: _Toc97803454][bookmark: _Toc98502102][bookmark: _Toc98505549][bookmark: _Toc98505675][bookmark: _Toc98505763][bookmark: _Toc98753144][bookmark: _Toc98753229][bookmark: _Toc100737717][bookmark: _Toc101439149][bookmark: _Toc101789788][bookmark: _Toc102719590][bookmark: _Toc102721640][bookmark: _Toc102722315][bookmark: _Toc102722701][bookmark: _Toc103087567][bookmark: _Toc119668691][bookmark: _Toc119670054][bookmark: _Toc119670143][bookmark: _Toc119670232]
4.1 [bookmark: _Toc119670233]Introduction
Continued review and revision of the COMPANY NAME EOP is essential to the COMPANY’s Emergency Preparedness. Proper maintenance of the plan is coordinated by the Emergency Management Department and is highly dependent on the engagement of departments and vendors/contractors across the company.
4.2 [bookmark: _Toc119670234]Maintenance Process
Reviews of the EOP’s base plan and annexes are conducted at least every two (2) years. The Emergency Management Department initiates plan reviews by soliciting input from the COMPANY’s Emergency Management Committee. The Emergency Management Committee is reflective of the COMPANY. After a comment period lasting no more than one month, the plan is updated using the provided input.
Any administrative changes to the EOP and its annexes may be made by the Emergency Management Department at any time and recorded in the Record of Change Section. Administrative changes are defined as those that do not fundamentally alter emergency processes or organizational roles and responsibilities. Examples include minor updates to citations, terminology, ICS position names, and similar items. 
Substantive updates to the EOP and its annexes are defined as those that significantly affect emergency processes or organizational roles and responsibilities. These changes are sent for approval by the Emergency Management Committee and for signature from the Chief Executive Officer (CEO) before being promulgated. 
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[bookmark: _Toc119670235]SECTION 5: REFERENCES
· [bookmark: _Toc92800986][bookmark: _Toc92801066][bookmark: _Toc92803073][bookmark: _Toc92803154][bookmark: _Toc92803234]Americans with Disabilities Act of 1990 (42 U.S.C. § 12101 et seq.).
· Pandemic and All Hazards Preparedness Reauthorization Act (PAHPRA) of 2013 (42 U.S.C. § 201 et seq.).
· National Incident Management System (NIMS), 3rd Edition, October 2017.
· FEMA’s National Preparedness Goal, 2nd Edition, September 2015. 
· FEMA’s National Planning System, February 2016.
· FEMA’s National Preparedness System, November 2011.
· FEMA’s National Prevention Framework, 2nd Edition, June 2016.
· FEMA’s National Protection Framework, 2nd Edition, June 2016.
· FEMA’s National Mitigation Framework, 2nd Edition, June 2016.
· FEMA’s National Response Framework, 3rd Edition, June 2016.
· FEMA’s National Disaster Recovery Framework, 2nd Edition, June 2016.
· FEMA’s Comprehensive Preparedness Guide (CPG) 101, 2nd Edition, November 2010.
· FEMA’s Comprehensive Preparedness Guide (CPG) 201, 3rd Edition, May 2018.
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· National Fire Protection Association (NFPA) Standard 1600, 2019 Edition.
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[bookmark: _Toc119670236]APPENDICES
5 [bookmark: _Toc92800993][bookmark: _Toc92801073][bookmark: _Toc92803077][bookmark: _Toc92803157][bookmark: _Toc92803237][bookmark: _Toc92803316][bookmark: _Toc92803394][bookmark: _Toc92805720][bookmark: _Toc92806175][bookmark: _Toc93322315][bookmark: _Toc93324752][bookmark: _Toc94009607][bookmark: _Toc94009814][bookmark: _Toc94009897][bookmark: _Toc94015417][bookmark: _Toc94018448][bookmark: _Toc94020159][bookmark: _Toc94020244][bookmark: _Toc94091051][bookmark: _Toc94175435][bookmark: _Toc95383313][bookmark: _Toc95998518][bookmark: _Toc97802993][bookmark: _Toc97803459][bookmark: _Toc98502107][bookmark: _Toc98505554][bookmark: _Toc98505680][bookmark: _Toc98505768][bookmark: _Toc98753149][bookmark: _Toc98753234][bookmark: _Toc100737722][bookmark: _Toc101439154][bookmark: _Toc101789793][bookmark: _Toc102719595][bookmark: _Toc102721645][bookmark: _Toc102722320][bookmark: _Toc102722706][bookmark: _Toc103087572][bookmark: _Toc119668696][bookmark: _Toc119670059][bookmark: _Toc119670148][bookmark: _Toc119670237]
[bookmark: _Toc119670238]Appendix 1: Glossary & Acronyms
Access and Functional Needs (AFN): Includes individuals who need assistance due to any condition (temporary or permanent) that limits their ability to act. To have access and functional needs does not require that the individual have any kind of diagnosis or specific evaluation.
After Action Report: A document intended to capture observations of an exercise or incident and make recommendations for improvements. The final AAR and Improvement Plan (IP) are printed and distributed jointly as a single AAR/IP following an exercise.
Annexes: See Functional Annexes, Hazard-Specific Annexes.
Appendixes: Supporting documents such as a glossary, list of acronyms, copies of statutes, and maps that provide additional guidance and references for planning.
Base Plan: Document that provides an overview of the COMPANY’s approach to emergency operations. It details emergency response policies, describes the response organization, and assigns tasks.
Core Capability: A specific emergency management competency that COMPANY NAME should be able to accomplish in order to adequately address the hazards and threats facing the COMPANY.
Emergency Management: Emergency management is the managerial function charged with creating the framework within which the COMPANY reduces vulnerability to hazards and cope with disasters. 
Emergency Operations Center (EOC): The physical location at which the coordination of information and resources to support incident management (on-scene operations) activities normally takes place.
Evacuation: The organized, phased and supervised withdrawal, dispersal or removal of people from dangerous or potentially dangerous areas, and their reception and care in safe meeting areas.
Functional Annex: Individual chapters of an emergency operations plan that focus on procedures such as Special Needs or Continuity of Operations.  These annexes address all-hazard critical operational functions and describe the actions, roles, and responsibilities of schools and participating organizations.  In some plans, functional annexes are referred to as Emergency Support Functions (ESFs). 
Hazard: A potential source of harm to a community that is typically the result of a natural occurrence or technological accident.
Hazard-Specific Annex: Individual chapters of an emergency operations plan that describe strategies for managing missions for a specific hazard.  They explain the procedures that are unique to that annex for a hazard type and may be short or long depending on the details needed to explain the actions, roles, and responsibilities. The information in these annexes is not repeated elsewhere in the plan.
Improvement Plan: A plan identifying specific corrective actions from an exercise, event, or response and assigning each action to responsible parties to be addressed.
Incident: An occurrence threatening life, property or the environment that can be managed through the routine response protocols of COMPANY departments and partner organizations/vendors.
Incident Action Plan: Written plan that defines the incident objectives and reflects the tactics necessary to manage an incident during an operational period..
Incident Command/Incident Commander (IC): The individual responsible for on-scene incident activities, including developing incident objectives and ordering and releasing resources. The Incident Commander has overall authority and responsibility for conducting incident operations.
Incident Command System (ICS): A standardized approach to the command, control, and coordination of on-scene incident management, providing a common hierarchy within which personnel from multiple departments can be effective.
Incident Management Team (IMT): A team of qualified personnel, configured according to ICS, that deploy in support of the COMPANY’s emergency response activities.
Joint Information Center (JIC): A facility established to coordinate all emergency-related public information activities. It is the central point of contact for all news media. To the greatest extent possible, public information officials from all participating agencies should co-locate at the JIC. NOTE: COMPANY NAME typically does not stand up a JIC; they collaborate with other organizations that do have JICs stood up.
Joint Information System (JIS): Integrates incident information and public affairs into a cohesive organization designed to provide consistent, coordinated, accurate, accessible, timely and complete information during crisis or incident operations. The mission of the JIS is to provide a structure and system for developing and delivering coordinated inter-agency messages and executing public information plans and strategies.
Office of General Counsel: COMPANY NAME departments that are assigned responsibility for coordinating the COMPANY’s effort to address a capability. Lead departments are not expected to comprehensively address their capabilities alone but are instead charged with organizing support from other COMPANY departments and external organizations/vendors to ensure their assigned capability is properly managed.
Mission Areas: The five major focus areas of COMPANY NAME’s emergency management program, including prevention, protection, mitigation, response, and recovery.
National Incident Management System: A systematic approach to guide all levels of government, NGOs and the private sector to work together to prevent, protect against, mitigate, respond to and recover from the effects of incidents.
Operational Period: Period of time scheduled for execution of a given set of actions as specified in the Incident Action Plan (IAP).
Partner Organization/Vendor: Organizations or vendors external to the COMPANY that are critical in addressing a core capability.
Public Information Officer: A COMPANY representative that is responsible for interfacing with the public and media and/or with other agencies.
Shelter-in-Place: A public protective action that asks the public to go inside a structure and stay there to protect themselves from a threat or hazard.
Support Department: Departments that assist a lead department in accomplishing an assigned core capability.
Unified Command: Unified effort to implement tactical objectives for an incident impacting the COMPANY and multiple external agencies (e.g., police or fire).
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EOP Appendix – Glossary		
Abbreviations and Acronyms
AAR: After Action Report
ADA: Americans with Disabilities Act
AFN: Access and Functional Needs
ALS: Advanced Life Support
ARC: American Red Cross
BC: Business Continuity
EM: Emergency Management
EM Committee: COMPANY NAME’s Emergency Management Governance Committee
BLS: Basic Life Support
CBRNE: Chemical, Biological, Radiological, Nuclear, and Explosives
CDC: Centers for Disease Control and Prevention
COOP: Continuity of Operations Plan
DHHS: United States Department of Health and Human Services
DHS: U.S. Department of Homeland Security
EM: Emergency Management
EMS: Emergency Medical Service
EOC: Emergency Operations Center
EOP: Emergency Operations Plan
FBI: Federal Bureau of Investigation
FEMA: Federal Emergency Management Agency
GIS: Geographic Information Systems
HIPPA: Health Insurance Portability and Accountability Act
IAP: Incident Action Plan
IC: Incident Commander
ICS: Incident Command System
IMT: Incident Management Team
IP: Improvement Plan
JIC: Joint Information Center
JIS: Joint Information System
MACS: Multi-Agency Coordination System
NFPA: National Fire Protection Association
NIMS: National Incident Management System
NOAA: National Oceanic and Atmospheric Administration
NWS: National Weather Service


[image: ]
[image: A blue and black logo

Description automatically generated]

		 EOP Appendix – Glossary
EOP Appendix – Glossary		


[image: Logo

Description automatically generated]


EOP Appendix – Abbreviations & Acronyms	
[bookmark: _Toc119670239]Appendix 2: Forms
Incident Command System (ICS) forms also available on XXX



[image: A blue and black logo

Description automatically generated]


EOP Appendix – Forms		













[image: Logo

Description automatically generated]


EOP Appendix – Forms 	

[bookmark: _Toc119670240]Appendix 3: Hazard Vulnerability Analysis
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EOP Appendix – Hazard Vulnerability Analysis
























[image: Logo

Description automatically generated]


EOP Appendix – Hazard Vulnerability Analysis	
[bookmark: _Toc119670241]Appendix 4: Integrated Preparedness Plan Summary (Training & Exercises)
The following pages depict the COMPANY’s continuous process of planning, organizing/equipping, training, exercising, and evaluating/improving that ensures the regular examination of ever- changing threats, hazards, and risks.
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[bookmark: _Toc119670242]Appendix 5: Incident Management Team Organizational Chart
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The following pages depict how the COMPANY will communicate with all applicable stakeholders during a crisis, disaster, or unplanned event.
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The following pages depict how the COMPANY will execute building evacuations.


[image: A blue and black logo

Description automatically generated]


EOP Annex – Evacuation Plan	

























[image: ]


EOP Annex – Evacuation Plan		
[bookmark: _Toc119670247]Annex 3: Pandemic/COVID-19 Prevention Plan
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The following pages depict how the COMPANY will respond to a pandemic incident.
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