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[bookmark: _Toc146906009][COMPANY NAME] Entities
The Business Continuity Plan (“BCP”) applies to the following:
	Facility Name
Address
Phone: phone number
	


Throughout this Plan, a reference to “the Company” includes the [company name] entities listed above.
[bookmark: _Toc146906010]Management Certification
This Plan is approved for implementation as herein described. Staffing, equipment and materials will be provided in accordance with all applicable regulatory requirements. The Company is dedicated to protection of the environment and commits to implement the necessary measures, as specified in this Plan, as necessary in an emergency.
This Plan has been prepared in accordance with and is consistent with the U.S. National Response Framework, ISO 22301:2019 Security and resilience — Business continuity management systems — Requirements, NFPA 1600 – Standard on Continuity, Emergency, and Crisis Management, and applicable State/Local Emergency Operations Plan(s) for the aforementioned assets.
This Plan represents a planning standard but is not and should not be regarded as a performance guarantee. Response operations in any incident will be tailored to meet actual circumstances.

CERTIFICATION SIGNATURE:


_________________________________	Job Title
Name

________________________
Date
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[bookmark: _Toc146906011]Business Continuity Plan Overview
[company name] recognizes the importance of continuity planning to ensure the continuity of performing critical processes across a wide range of emergencies and events, and to enable our company to continue functions on which our customers depend.
[bookmark: _Toc146906012]Department Business Continuity Planning Activities include:
· Conduct business impact analysis.
· Identify critical processes and recovery time objectives.
· Develop department‐specific business continuity response procedures, as appropriate.
· Conduct staff trainings and exercises to evaluate the plans and procedures.
The Business Continuity Plan (BCP) describes the implementation of coordinated strategies that initiate activation, relocation, and/or continuity of operations for [company name]. The BCP is an all‐hazards plan that addresses the full spectrum and scale of threats from natural, manmade, and technological sources.
This BCP is in alignment with ISO 22301:2019 Security and resilience — Business continuity management systems — Requirements, NFPA 1600 – Standard on Continuity, Emergency, and Crisis Management, and FEMA guidelines.
[bookmark: _Toc146906013]Goals
· Facilitate immediate, accurate and measured service continuity activities after emergency conditions are stabilized.
· Reduce the time it takes to make critical decisions that personnel will need to make when an event occurs. 
· Minimize the event’s effect on daily operations by ensuring a smooth transition from emergency response operations back to normal operations.
· Expedite restoration of normal services.
[bookmark: _Toc146906014]Purpose and Scope
This document sets out a detailed plan to provide business continuity upon any crisis or unplanned event that significantly impacts the company’s ability to perform normal operations which include, but not limited to, processing transactions, customer accessing data, regulatory reporting, infrastructure security processes. 
The purpose of this business continuity plan is to:
· Ensure that business operations that are normally provided by the company can continue in limited form until the event is partially or completely over.
· Minimize the impact of the event on our customers, workforce members, contractors, vendors, and other interested parties.
· Maximize the safety of our workforce members and others that are supporting the continuity efforts.
· Provide a detailed description of how [company name] will respond to a disruptive event of this type.
· Set out who will respond to an event and how the business continuity plan will be activated.
· Describe the business continuity solutions that are in place to help with the implementation of the plan.
· Define how decisions will be taken regarding our response to an event.
· Explain how communication within the company and with external parties will be handled.
· Provide contact details for key people and external agencies and contractors/vendors.
· Define what will happen once the event is resolved, and the response team is stood down.
The procedures set out in this document should be used only as guidance when responding to an event. The exact nature of an event and its impact cannot be predicted with any degree of certainty and so it is important that a good degree of common sense is used when deciding the actions to take.
However, it is intended that the plan set out here will prove useful in allowing the correct actions to be taken more quickly and based on more accurate information.
All workforce members named in this document will be provided access to a copy which they must have available when required.
Contact details will be checked and updated at least annually. Changes to contact or other relevant details that occur outside of these scheduled checks should be sent to the Vice President of Business Continuity as soon as possible after the change has occurred.
All personal information collected as part of the business continuity process and contained in this document will be used purely for the purposes of business continuity planning and is subject to relevant data protection legislation. This plan is considered business confidential and should not be shared outside the company without approval from the [company name] Legal Department.
[bookmark: _Toc146906015]Objectives
Based on the conclusions from the most recent business impact analysis carried out, the business activities that are to be recovered, together with their recovery objectives, are shown in the table below.
	Business Activity/Applications/Levels/Categories
	Recovery Time Objective (RTO)
	Recovery Point Objective (RPO)

	
	15 minutes
	No data loss

	
	30 minutes
	No data loss

	
	120 minutes
	No data loss

	
	60 minutes
	No data loss

	
	60-120 minutes per agency depending on the nature of the incident
	No data loss

	
	60 minutes
	No data loss

	
	3-4 hours
	No data loss, however, some automated jobs may be delayed impacting business processing or reporting



The terms used in the table above are defined as follows:
· Recovery Time Objective (RTO): Period following an event within which the business activity must be resumed.
· Recovery Point Objective (RPO): Point to which information used by an activity must be restored to enable the activity to operate on resumption. Also referred to as Minimum Data Loss.
· Maximum Tolerable Downtime (MTD): Represents the total amount of time the Company is willing to accept for a business process disruption and includes all impact considerations. Also referred to as Maximum Allowable Downtime.
Services that make use of IT systems that are not affected by the event are assumed to have experienced no data loss.
[image: ]
Figure 1: RTOs and RPOs relative to an event


[bookmark: _Toc146906016]Activation Criteria and Procedures
The BCP is activated after emergency conditions are stabilized.
Incident
Stabilized
Recovery
Actions

If an event disrupts normal operations and impacts essential operations, measures are to be taken to prepare and pre‐position resources to ensure continuity of essential services and processes.
Notice will be provided by the plan owner (or designee) to the Company Incident Management Team (IMT) (listed in this document) if this plan is required to be activated. This will depend upon the event that has occurred and the scope of its effects.
It is likely that this plan will be one of several that will be activated and coordination across the various plans will be needed (e.g., Emergency Operations Plan, Crisis Communications Plan, etc.).
[bookmark: _Toc146906017]Activation Procedure
Once the decision has been made to activate the plan, the plan owner (or designee) will contact the members of the incident management team using the contact details in Appendix B – Internal Contact List or the Name Mass Notification System. They will then be made aware of the nature of the event and asked to assemble at the primary physical emergency operations center (EOC) location specified below. 
Primary EOC Location
[insert location]
In the event that the primary location is unavailable, or it is inadvisable to hold a physical meeting, the plan owner (or designee) will request that the team establish a virtual EOC environment using video conferencing or telephone.
An initial briefing will then be held at which the plan owner (or designee) will:
· Explain why the plan has been activated.
· Describe the impact of the event.
· Outline what needs to be achieved by the team.
· Allocate tasks according to the checklists detailed in the plan.
· Address any questions the team may have.
· Set out the method and frequency of communication within the team.


[bookmark: _Toc146906018]Emergency Operations Center Activation Levels (as described in the Emergency Operations Plan)Level
Activation Type
Description
Incident Characteristics
Normal
Operations
Steady-State; Continuous Monitoring
Activities that are normal for the company, when no incident or specific risk or hazard has been identified or underway.
N/A
Alert
Standby
Organizational Resiliency Department is monitoring an evolving event and assessing potential impact to the company. 
An incident may be occurring but is manageable with current resources and established procedures.
· Minimal service impacted
· Immediate control at hand
· Low probability of escalation
· No immediate impact to operations
· May complete 3rd part notification
· No immediate threat to people
· No threat to facility infrastructure
· Can respond with existing resources
Partial
Activation
Analysis/Rapid Response/Corporate Guidance
Certain IMT Team members/departments are activated to monitor a credible threat, risk, or hazard and/or to support the response to a new and potentially evolving incident.
· Potential exists for injury/threat to people
· Offsite impact possible
· Potential threat to facility infrastructure
· Limited short-term impact to operations
· External resources may be required
Full
Activation
EOC and IMT Activation
IMT team is activated, including personnel from assisting departments/ vendors, to support the response to a major incident or credible threat.
· Fatality/serious injury or illness and/or ongoing threat to public safety
· Ongoing threat to facility infrastructure
· Potential for long-term or significant to operations (or no indication of how long impact may last)
· External resources required
*EOC = Emergency Operations Center // IMT = Incident Management Team

[bookmark: _Toc146906019]Lines of Succession
In Orders of Succession, a successor will typically take on all of the duties of the person they are replacing. Delegations of Authority allows certain duties of one individual/position to be assigned to multiple individuals if the designated Successor is not available or based on expertise of other company personnel. 
The order of succession in the following table hereby provides the full authority to act on behalf of the Key Position for specific purposes, and to carry out specific duties. Delegations of Authority will take effect when normal channels of direction are disrupted and will terminate when these channels are reestablished.
Delegation of authorities for making policy determinations and for taking necessary actions at all levels of an organization ensures a rapid and effective response to any emergency requiring the activation of a continuity plan.
	Key Position
	Successors
	Delegated Authorities
	Activation and Termination Triggers

	Chief Executive Officer
name
	Board of Directors (BOD) will designate a person (internal or consultant), several executive leaders, or the Executive Committee, itself
	· Daily Operational Tasks
· Governance or Significant Business Impact tasks must be reviewed by BOD representative(s)
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CEO

	Chief Financial Officer
name
	· Job Title
· Job Title
	Full CFO Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CFO

	Chief Information Officer
name
	· Job Title
· Job Title
	Full CIO Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CIO

	Chief Information Security Officer
name
	· Job Title
· Job Title
	Full CISO Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CISO

	EVP, General Counsel & Chief Compliance Officer 
name
	· Job Title
· Job Title
	Full General Counsel & Compliance Officer Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of General Counsel/Chief Compliance Officer

	Corporate Risk Management
name
	· Job Title
· Job Title
	Full Risk Management/ Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CCO

	Chief Marketing Officer
name
	· Job Title
· Job Title
	Full CMO Role and Responsibilities
	Activate: Incapacitated, unavailable, or selective decision

Terminate: Return of CMO




[bookmark: _Toc146906020]Implementation Procedure
[bookmark: _Toc146906021]Overview
Following an event adversely impacting the ability to operate, decisions regarding continuity and/or recovery of operations will be made. The decision will be based on the results of the damage assessment, the nature and severity of the event and other information supplied by team members, emergency responders, or others. If the company experiences major damage, loss of staffing, an unsafe environment, or other problems that severely limit its ability to continue operations, the most senior on-site company leader, in consultation with the Chief Executive Officer may discontinue or relocate operations. 
Where possible, company workforce members will be asked to work from home using remote access procedures that are already in place. This includes the ability to receive phone calls and access applicable IT systems.
Communication of the fact that the company site is closed is crucial to this plan in order to set corporate and customer expectations and minimize the workload of those responding to the event. This communication will take place across all channels as quickly as possible. 
Situational awareness of the ongoing incident and a common operating picture, including assessing when the company is to be re-opened (if applicable), will be maintained by the Incident Management Team (IMT).
Close attention will be paid to regulatory/government advice regarding who may continue to attend work and the precautions that must be taken to ensure employee safety.
[bookmark: _Toc146906022]Initial Actions
· Notify workforce members of BCP activation.
· Document status of major equipment and critical supplies.
· Evaluate and document immediate staffing levels.
· Determine how long the company can operate in current state.
· Assess need to relocate specific department services and/or evacuate the company
· Communicate site status, including resource needs, site closure requirements and staffing shortages to company and corporate leadership.
· Communicate need to close the company and/or relocate services.
· Evaluate ongoing staff needs based on existing and predicted levels of human resources available.
· Implement alternative staff resource options, including contractor staffing options that may supplement staffing needs.


[bookmark: _Toc146906023]Initial Continuity of Operations and Recovery Checklists
The following checklists should be used in conjunction with the more detailed procedures listed in Appendix A to this document and Departmental continuity plans.
[bookmark: _Toc146906024]Response/Activation Checklist
	REF
	ACTION/DISCUSSION ITEM

	1. 
	Ensure Life and safety. Identify and account for urgent life/safety issues and secure damaged company for safety.

	2. 
	Assess scenario and impact. Get up to speed with the person(s) reporting it:
· Summary of situation
· Initial response actions, if any
· Impact on people, facilities, Critical Processes

	3. 
	Escalate to Incident Management Team (IMT). Determine if the incident is serious enough to require business continuity activation. If serious, it must be escalated to [company name] executive leadership.

	4. 
	Set up initial meeting conference line.

	5. 
	Coordinate Initial Meeting. Contact and coordinate with other interdependent critical processes, as needed per the company’s critical processes checklists. Some potential partners are listed below:
· Corporate Leaders
· Supply Chain
· IT
· Public Relations
· HR
· Facilities/Engineering
· Security, if applicable
· Operations / Customer Support
· 3rd party liaison
· Incident specific partners

	6. 
	Identify Impacts. personnel, critical processes, facilities, technology, vendors.

	7. 
	Priorities. Establish priorities on what to do first, update team as they change.

	8. 
	Responsibilities. Who’s doing what? Outline roles and responsibilities, how often to provide updates.

	9. 
	Regulatory Notification. Any significant computer-security incident that disrupts or degrades, or is reasonably likely to disrupt or degrade, the viability of the company’s operations; results in customers being unable to access their accounts; or impacts the stability of the financial business responsibilities. Incidents may include a major computer-system failure; a cyber-related interruption, such as a distributed denial of service or ransomware attack; or another type of significant operational interruption.  The company may email or call its OCC supervisory office, submit a notification via the BankNet website. Notification must be completed no later than 36 hours after recognition of the incident.

	10. 
	Recovery.
· Identify recovery strategies (Appendix A) by priority of critical process.
· Identify lead for each recovery strategy.

	11. 
	Work with Crisis Communications. [company name] Marketing & Communications Department will lead all external communications and the Human Resources Department will lead all internal communications, in accordance with Corporate Crisis Communications Plan. Both departments will work closely together for a unified approach to all communications.




[bookmark: _Toc146906025]Recovery Checklist
	REF
	ACTION/DISCUSSION ITEM
	NOTES

	1. 
	Address any known fatalities or casualties.
· Work with Human Resources to contact workforce members and to address, with sensitivity, any fatalities or injuries of workforce members, family members, etc.
· Control the flow of information until family members have been notified.
· Provide a consistent point of contact for impacted workforce members/families and prioritize taking care of them and keeping them informed. This is important primarily as a matter of human decency and accountability, but also as a way of protecting brand image.
	

	2. 
	Ensure safety and security is maintained at both the impacted primary site and the alternate company. A liaison member may be needed at the impacted company in order to interface with law enforcement and emergency responders.
	

	3. 
	Enact recovery strategies, by prioritized critical function. Identify and enact recovery strategies that are best for this incident, starting with highest priority critical process. Refer to Appendix A for recovery strategies list.
	

	4. 
	If relocated, notify vital internal and external stakeholders. Working with Corporate Marketing & Communications, let partners know new contact information, alternate location, operational status, and anticipated duration of relocation (if known).
	

	5. 
	Complete and update Situation Reports.
· Complete (or delegate completion) of a Situation Report (SitRep) to capture the situation and actions taken. See Appendix I – SitRep Template for example
· Establish schedule for updated SitReps and inform stakeholders. Initially, choose from hourly, every 6 hours, every 12 hours (minimum). As incident stabilizes, can publish SitRep daily.
· Update and publish SitReps based on an established schedule.
	

	6. 
	Complete and Update Personnel Accountability Report (PAR).
· Establish a time for the initial accountability report on the status of workforce members.
· Coordinate with department leaders to establish reporting requirements and timing for accountability reports.
· Continue accountability (impacted, sick, injured) until all personnel have been accounted for or reached.
· Combine workforce member accountability into SitReps.
	

	7. 
	Provide status updates to senior/executive management and other partners as required.
	

	8. 
	Establish a work schedule for team members. Consider VPN restrictions (if any) and accommodate with shift rotations.
	

	9. 
	Inform all involved about resources they can use. Company responders, team members and their families, and those directly impacted by the incident have support they can utilize, including Employee Assistance Program (EAP), Red Cross, local resources, etc.
	

	10. 
	Consider procurement for any supplies, or equipment that may be needed for the event. Identify any limits or approvals required.
	

	11. 
	Coordinate with supervisors on telework/remote work to ensure that critical functions are being accomplished effectively, and to revise assignments in order to respond to changes in specific work needs.
	

	12. 
	Conduct routine briefings to verify status of operations and obtain information concerning emerging needs.
	


[bookmark: _Toc146906026][bookmark: _Hlk101789860]
Corporate Critical Infrastructure Applications List
	Department
	Critical Application/Software
	Priority Sequence

	Department Name
	Application Name 
	1

	Department Name
	Application Name 
	2

	Department Name
	Application Name 
	3

	Department Name
	Application Name 
	4

	Department Name
	Application Name 
	5

	Department Name
	Application Name 
	6

	Department Name
	Application Name 
	7

	Department Name
	Application Name 
	8

	Department Name
	Application Name 
	9

	Department Name
	Application Name 
	10

	Department Name
	Application Name 
	11

	Department Name
	Application Name 
	12

	Department Name
	Application Name 
	13

	Department Name
	Application Name 
	14

	Department Name
	Application Name 
	15

	Department Name
	Application Name 
	16

	Department Name
	Application Name 
	17

	Department Name
	Application Name 
	18

	Department Name
	Application Name 
	19

	Department Name
	Application Name 
	20

	Department Name
	Application Name 
	21

	Department Name
	Application Name 
	22

	Department Name
	Application Name 
	23

	Department Name
	Application Name 
	24

	Department Name
	Application Name 
	25

	Department Name
	Application Name 
	26

	Department Name
	Application Name 
	27

	Department Name
	Application Name 
	28

	Department Name
	Application Name 
	29

	Department Name
	Application Name 
	30

	Department Name
	Application Name 
	31

	Department Name
	Application Name 
	32

	Department Name
	Application Name 
	33

	Department Name
	Application Name 
	34

	Department Name
	Application Name 
	35

	Department Name
	Application Name 
	36

	Department Name
	Application Name 
	37
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[bookmark: _Toc146906027]Roles, Responsibilities, and Assignments
[company name] has adopted the Incident Command System (ICS) for the management of all incidents. While the business continuity plan is a distinctly different discipline than emergency management/response, the ICS will be utilized for both. The Incident Management Team established for the response phase of the incident will be utilized for the business recovery/continuity phase as well. The following teams/personnel are depicted to augment or replace IMT members as appropriate. IMT members are staffed by to the most qualified person, not exclusively due departmental rank or company positional title.
[bookmark: _Toc38610746][bookmark: _Toc146906028]Communications Team
The primary Communications Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	External Communications Team Leader

	Individual’s Name
	Job Title
	External Communications Assistant

	Individual’s Name
	Job Title
	Internal Communications Team Leader

	Individual’s Name
	Job Title
	Internal Communications Assistant


The Communications Team is responsible for:
· Managing communications both stakeholders within and outside the company.
· Ensuring communications are timely and made via appropriate channels.
· Supporting other teams in communicating accurate and relevant information.
[bookmark: _Toc38610744][bookmark: _Toc146906029]Health and Safety Team 
The primary Health and Safety Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Safety Officer

	Individual’s Name
	Job Title
	Environmental Services


The Health and Safety Team is responsible for:
· Understanding and communicating the health and safety requirements during the event.
· Putting in place the resources needed to protect team members and other interested parties.
· Establishing procedures and providing training to ensure that health and safety precautions are effective.
[bookmark: _Toc38610745][bookmark: _Toc146906030]Human Resources Team
The primary Human Resources Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	HR Team Leader

	Individual’s Name
	Job Title
	HR Operations

	Individual’s Name
	Job Title
	Internal Communications


The Human Resources Team is responsible for:
· Providing information regarding the disaster and recovery efforts to employees and families.
· Notifying employee’s emergency contact of employee injury or fatality.
· Ensuring the processing of all life, health, and accident insurance claims as required.
· Coordinates temporary agency employee requests.
· Supporting business operations in ensuring the provision of adequate numbers of people to provide essential services.
· Managing or defining company policy in people-related matters, such as working from home, furlough, training, welfare, and pay.
· Providing support to team members affected by the event, including with benefits, claims, and financial issues.
[bookmark: _Toc146906031][bookmark: _Toc38610747]Infrastructure (Facilities & Security) Team
The primary Infrastructure Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Infrastructure Team Leader

	Individual’s Name
	Job Title
	Utilities Restoration

	Individual’s Name
	Job Title
	Building Engineering


The Infrastructure Team is responsible for:
· Organize and manage the services required to sustain and repair the infrastructure including:
· power/lighting, water/sewer, heating, ventilation, and air conditioning (HVAC), and buildings/grounds
· Facilitate damage assessments/buildings structural safety.
· Supervise all salvage and cleanup activities.
· Contacting vendors to schedule specific start dates for the repairs.
[bookmark: _Toc146906032]Information Technology Team
The members of the IT Team will depend upon the areas affected and may include:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Information Technology Team Leader

	Individual’s Name
	Job Title
	IT Infrastructure 

	Individual’s Name
	Job Title
	IT Disaster Recovery 


The IT Team is responsible for:
· Monitoring and support of key IT systems to ensure they remain available as required during the event.
· Activating the IT Technology Recovery Plan (See also Disaster Recovery Plan).
· Managing the IT disaster response and recovery procedures.
· Mobilizing and managing IT resources.
· Coordinating all communications related activities, as required, with telephone & data communications, PC, LAN support personnel, and other IT related vendors.
· Assisting, as required, in the acquisition and installation of equipment at the recovery site.
· Ensuring that cellular telephones, and other special-order equipment and supplies are delivered to teams as requested.
· Participating in testing equipment and facilities.
· Participating in the transfer of operations from the alternate site as required.
· Coordinating telephone setup at the EOC and recovery site.
· Coordinating and performing restoration or replacement of all desktop PCs, LANs, telephones, and telecommunications access at the damaged site.
· Coordinating Disaster Recovery/IT efforts between different departments in the same or remote locations.
· Training Disaster Recovery/IT Team Members.
· Keeping Senior Management and the EOC Business Continuity Coordinator appraised of recovery status.
[bookmark: _Toc146906033]Legal and Compliance Team
The primary Legal and Compliance Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Legal and Regulatory Team Leader

	Individual’s Name
	Job Title
	Contract negotiations


The Legal and Compliance Team is responsible for:
· Ensuring that the company complies with all applicable laws and regulations during the event.
· Assessing the actual and potential legal implications of alternative courses of action.
· Negotiating with other parties such as suppliers and customers on contractual issues.
[bookmark: _Toc38610748][bookmark: _Toc146906034]Treasury & Finance Team
The primary Finance Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Finance Team Leader

	Individual’s Name
	Job Title
	Budget assessment

	Individual’s Name
	Job Title
	Revenue Operations

	Individual’s Name
	Job Title
	Revenue Operations


The Finance Team is responsible for:
· Assessing the impact of the event on the finances of the company.
· Securing funding if required, from alternative sources available.
· Reviewing the expenditure of the company to identify potential cost savings, if required.
· Tracking all costs related to the recovery and restoration effort.
· Assuring order placement for consumable materials (forms, supplies, etc.) for processing based upon input from the other teams.
[bookmark: _Toc146906035]Operations Team
The members of the Operations Team will depend upon the areas affected and may include:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Operations Team Leader

	Individual’s Name
	Job Title
	Customer Service

	Individual’s Name
	Job Title
	Operations Control

	Individual’s Name
	Job Title
	Collections


The Operations Team is responsible for:
· Managing the establishment of a temporary service until such time as the situation allows normal service to be resumed.
· Ensuring the provision of sufficient people to provide the levels of service required.
[bookmark: _Toc146906036]Vendor/Supplier Relations Team
The primary Vendor/Supplier Team consists of the following people:
	NAME
	TITLE
	ROLE IN PLAN

	Individual’s Name
	Job Title
	Vendor/Supplier Relations Team Leader

	Individual’s Name
	Job Title
	Supply Chain

	Individual’s Name
	Job Title
	Procurement

	Individual’s Name
	Job Title
	Vendor Management


The Vendor/Supplier Relations Team is responsible for:
· Liaising with suppliers and customers to manage the supply chain and manage company expectations.
· Coordinating the removal, shipment, and safe storage of all furniture, documentation, supplies, and other materials as necessary.
· Assuring arrangements are made for meals and temporary housing facilities, when required, for all recovery personnel.
· Assuring order placement for consumable materials (forms, supplies, etc.) for processing based upon input from the other teams.
· Maintaining contracts for services needed during an emergency
[image: ]
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[bookmark: _Toc38610749][bookmark: _Toc146906037]Communication Requirements and Procedures
All requests for information from the media or other sources should be referred to the Public Information Officer (Communications Team) by telephone xxx-xxx-xxxx.
[bookmark: _Communication_procedures]It is vital that effective communications are maintained between all parties involved in the event response.
[bookmark: _Toc38610751][bookmark: _Toc146906038]Means of Communication
Communication between team leaders during an event may be achieved via email, video conferencing, or telephone (landline and mobile). In the event of widespread disruption to the internet and telephone communications being unavailable, provision may be made for the use of radio communications, although the usable range of such equipment should be assessed or the use of “runners” to deliver paper messages.
[bookmark: _Toc38610752][bookmark: _Toc146906039]Communication Guidelines
The following guidelines should be followed in all communications:
· Be calm and avoid lengthy conversation.
· Internal team members should refer information requests to the IMT.
· If a telephone call is answered by someone other than the contact:
· Ask if the contact is available elsewhere.
· If they cannot be contacted, leave a message to contact you at a given number.
· Do not provide details of the event.
· Always document call time details, responses, and actions.
· All communications with regulatory agencies should be recorded using the form in Appendix C – Regulatory Notification Log.
[bookmark: _Toc38610753][bookmark: _Toc146906040]Internal Communication
Calls to the emergency command center should use the main number which is: xxx-xxx-xxxx.
If there is no answer a message may be left. If the call is urgent the caller should both leave a message and call back as well as trying alternative methods of communication if available.
If leaving a message, ensure you leave:
· Your name
· Your contact number
· Your organization
· The name of the person the message is for
· The message
Details of the event should not be given when leaving a message.
[bookmark: _Toc38610754][bookmark: _Toc146906041]External Communication
Depending on the event there may be a variety of external parties that will be communicated with during the course of the response. It is important that the information released to third parties is managed so that it is timely and accurate. 
Calls that are not from agencies directly involved in the event response (such as the media) should be passed to the member of the IMT responsible for communications.
Emergency responders such as the police, fire and ambulance services will be well practiced in event handling and will have their own structured methods for communication and every effort should be made to comply with these. 
[bookmark: _Toc38610755][bookmark: _Toc146906042]Communication with the Media
In general, the communication strategy with respect to the media will be to issue regular updates via senior management. 
No members of the staff should give an interview with the media unless this is authorized by the IMT.
[bookmark: _Toc146906043]Communication with Workforce Members
[company name] utilizes [name] as its mass notification system. All workforce members that are issued a company email address are included in the mass notification system. This system leverages functionality to send voice, text, and email messages by accessing contact information from the company’s email active directory and the human resource management system, currently [HRM name]. 
All workforce members are included in the mass notification. At least annually, the [name] department issues an awareness campaign to all workforce members to update their contact information in the human resource management system ([HRM name]).
Individual departments may continue to maintain their own calling trees; however, the department is responsible for updating them accordingly. The single source of validated contact information will be through the company’s mass notification system.
[bookmark: _Toc146906044]Regulatory Notification
Regulatory notification must be made for any significant computer-security incident that disrupts or degrades, or is reasonably likely to disrupt or degrade, the viability of the company’s operations; results in customers being unable to access their accounts; or impacts the stability of the business responsibilities. 
Incidents may include a major computer-system failure; a cyber-related interruption, such as a distributed denial of service or ransomware attack; or another type of significant operational interruption.  
The company may email or call its OCC supervisory office or submit a notification via the BankNet website. Notification must be completed no later than 36 hours after recognition of the incident.


[bookmark: _Toc38610756][bookmark: _Toc146906045]Internal and External Interdependencies and Interactions
This business continuity plan is part of a set of plans and accompanying solutions that have been created to address a variety of potential situations affecting [company name].
Depending on the nature and scope of the incident that has occurred, it may be necessary to coordinate the execution of this plan with that of others.
The key business continuity plans that may have an interdependency with this plan are as follows:
	DOC REF
	PLAN TITLE
	PLAN DESCRIPTION
	PLAN OWNER

	EOP
	Emergency Operations Plan
	Provides emergency response and management procedures for team members for a variety of incidents.
	Job Title

	Crisis Comms Plan
	Corporate Crisis Communications Plan
	Provides communications process flow and procedures during times of crisis
	Job Title


Contact details for the above plan owners can be found in Appendix B - Internal Contact List. If the Incident Response Procedure has been activated, communication should initially be channeled through the IMT.
This plan also depends upon the following external interactions:
	EXTERNAL AGENCY
	DEPENDENCY
	COMMENTS

	Emergency services
	Permission to allow key staff to leave site and attend alternative site
	Depends on type of incident

	Health Department
	Guidance on infectious disease practices and health orders
	

	Utility providers
	Delivery of electricity, gas, water, and sewer services.
	Depends on type of incident and critical infrastructure impacted.





[bookmark: _Toc38610757][bookmark: _Toc146906046]Resource requirements
The resources required to implement this business continuity plan are as follows:
	RESOURCE
	QUANTITY
	SOURCE
	COMMENTS

	Meeting Room
(may be virtual)
	1
	Opal Meeting room or other physical location to accommodate no less than 25 individuals
	Must be able to sustain dual computer monitors and power for all individuals.

	Laptops
	25
	Already issued to existing staff
	

	
	6
	Laptop pool
	

	Telephones
	10
	Already in equipment pool
	Drop lines will have to be established with extensions/numbers issued.

	Phone headsets
	12
	Already issued to existing staff
	

	
	6
	To be purchased at short notice
	

	Printers
	2
	Already established
	Utilize pool printer/copiers. Consider a printer in the EOC room that is exclusively for the use of the IMT.

	Plotter Printer
	1
	To be purchased at short notice
	Only needed if physical emergency operations center is stood up.


These resources will need to be made available for the plan to be completed in a timely fashion. Requests for further resources (or issues with the identified resources) should be escalated to the Incident Management Team (if the Implementation Procedure has been activated) or via normal management channels. 


[bookmark: _Toc38610758][bookmark: _Toc146906047]Information Flow and Documentation Processes
During an event response it is vital that information flows effectively between the response teams and that certain processes are followed to ensure that actions and messages are recorded correctly.
If the Implementation Procedure has been activated, regular updates on the situation should be given to the IMT. The frequency of these updates will be specified by the Incident Management Team Incident Commander, although significant events should be communicated immediately (see Communication Procedures section).
Within the company recovery teams for this business continuity plan, the plan owner will decide how often progress updates should be given and is responsible for coordination between the teams.
Actions that are decided upon as a result of progress meetings should be recorded using the ICS 214 – Activity Log (refer to Emergency Operations Plan for forms).
Regular planning and update meetings should be established utilizing the ICS-230 Meeting Schedule form (refer to Emergency Operations Plan for forms).


[bookmark: _Toc38610759][bookmark: _Toc146906048]Restoration of Normal Service
Once this plan has been implemented and the required level of service is being provided using the resources available, a decision will need to be made about how long the modified work process(es) will be active.
This will depend upon a number of factors including the extent of the event, guidance from regulatory/ governmental agencies, and other relevant bodies, and how long it will be before the required resources, such as people, are available again.
Senior management should decide when a restoration of normal service should be attempted based on advice from applicable parties. Where possible, this should be done over a period of low business activity (e.g., a weekend).
When appropriate, a plan must be created to move the services back to their normal modes of operation. This plan must ensure that the required resources are available, and the primary site is fully operational before work begins.
[bookmark: _Toc38610209][bookmark: _Toc146906049]Restoration to Normal Service Checklists
The following checklists should be used in conjunction with the more detailed procedures listed as appendices to this document.
[bookmark: _Toc146906050][bookmark: _Toc38610210]Resumption/Reconstitution Checklist
If the company has been significantly damaged or destroyed.
	REF
	ACTION/DISCUSSION ITEM
	NOTES

	1. 
	Coordinate repair/acquisition of damaged/new facility(ies); coordinate repair or build-out of facility(ies); procure equipment and supplies for operation, coordinate transportation and other services as required.
	

	2. 
	Provide status updates regarding the damage assessment, restoration effort, or if necessary new company leasing efforts, and the anticipated return date.
	

	3. 
	Supervise the repair or acquisition process and notify the corporate leadership of the status of repairs, including time estimates of when the repairs will be completed.
	

	4. 
	Conduct appropriate security, safety, and health assessments to determine the building’s suitability (if the primary company was restored).
	

	5. 
	Install, test, and coordinate all systems, communications, and other required capabilities. Ensure operational capability to accomplish all critical functions/operations at the new or restored company.
	

	6. 
	Develop plans and schedules for the orderly transition of all of the company’s critical processes, personnel, equipment, and vital records from the alternate site to the reconstituted company.
	

	7. 
	In coordination with the executive/senior leadership, determine schedule for re-entry of workforce members to the company, including staggered return and alternate work schedules as required.
	

	8. 
	Supervise the overall return of personnel, equipment, and documents to the company.
	

	9. 
	In conjunction with executive/senior leadership, coordinate re-staffing if required; coordinate alternate work methods and schedules with team members; ensure personnel accountability in respect to return/relocation to reconstituted company.
	

	10. 
	Report status of the relocation to the stakeholders as necessary or as directed by the corporate leadership.
	

	11. 
	Participate in an after-action review of continuity operations and effectiveness of plans and procedures, identify areas for correction, and develop a remedial action plan as soon as possible after the reconstitution.
	



[bookmark: _Toc146906051]Resumption/Stand Down & After-Action Checklist
	REF
	ACTION/DISCUSSION ITEM
	NOTES

	1. 
	Assess the Situation. The executive/senior leadership will assess the situation to determine if the incident has passed and critical functions have returned to stable operations.
	

	2. 
	Declare stand-down. The executive/senior leadership will declare a stand-down or ceasing of continuity operations.
	

	3. 
	Wrap up continuity operations. The Incident Management Team will wrap up special operations, begin transitioning back to normal operations.
	

	
	Document! While it’s fresh, make sure that all of the relevant items have been documented. Who participated, what was accomplished, explanation of key decisions, accounting for items purchased, updating of Situation Report (SitRep).
	

	4. 
	Hotwash. The company Vice President of Business Continuity will facilitate a “hotwash” or “postmortem” review. All who participated in the activation will gather, for a facilitated discussion of the continuity activation and existing documentation/processes. Each person will identify at least “3 Up, 3 Down” – three strengths and three areas for improvement. A scribe will capture discussion.
	

	5. 
	Return to normal operations. All activated personnel will resume normal pre-event activities.
	

	6. 
	After Action Report. This report will contain a summary of the incident, actions taken, and feedback from the Hotwash.
	

	7. 
	Corrective Action Plan. The key areas for improvement from the Hotwash will be consolidated into a table, responsibilities and deadlines assigned, and Vice President of Business Continuity will follow up on correction action items.
	

	8. 
	Update BCP and processes. Based on lessons learned from the Hotwash, the Vice President of Business Continuity update the Business Continuity Plan(s).
	





[bookmark: _Toc146906052]Exercises and Testing
Refer to the Integrated Preparedness Plan (IPP) for specific exercise/testing information (including multi-year training and testing plan).
[image: ]
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[bookmark: _Toc146906053]Appendix 1 – cOMPANY WIDE EVENT SPECIFIC Continuity Checklists
[bookmark: _Toc146906054]Loss of Utilities
If critical utilities are compromised or disrupted and repair or assistance from external sources is not imminent, then Incident Management Team will determine if operations can be sustained. Possible actions include curtailing or modifying operational capability or closing or evacuating the company. The following procedures are to be reviewed and updated at least annually.

Power Failure
· Assess potential duration of power failure by contacting Facilities department (if after business hours, Security can contact on-call Facilities leader)
· Backup generator(s) will automatically turn on with a power outage is detected
· Turn off non-critical electrical equipment to reduce load on the generator(s). Also turn off any equipment that may have been running when the power went out (reduce power surge issues)
· Establish activities that compensate for loss of normal room light (e.g., portable work lights)
· Monitor stairwell alarms and lights if the backup generator(s) did not automatically turn on
· In the vent of the loss of a generator serving a building and the commercial power source, the UPS battery system will provide approximately 90 minutes of power. Initiate shut down of all non-essential equipment and begin a non-emergent evacuation of the building. Relocation of business-critical services should be initiated.
Generator Run Times
Fuel will be obtained from the following suppliers in priority order: [insert vendor names].
	Generator #1
	Generator #2

	Type: MTU – Detroit Cummins
Size: 2000kW
Maximum Gallons: 1,750
Gallons Used per Hour: At 30% Building Load 150/hr
Maximum Run Time: 6 hours at 50% Fuel Level Based on 1000 amp draw
NOTE: Defaulted to power entire building. Can be changed to just run the 2nd floor (Data Center)
	Type: Caterpillar
Size: 2500kW
Maximum Gallons: 2,120
Gallons Used per Hour: At 25% Building Load 58/hr
Maximum Run Time: 18 hours at 50% Fuel Level Based on 500 amp draw
NOTE: Powers the entire building


NOTE: Generators are tested monthly.
Water/Sewer Failure
· Contact Facilities department (if after business hours, Security can contact on-call Facilities leader)
· Attempt to identify source of issue and estimated time of restoration by contacting the [municipality name] Water District at xxx-xxx-xxxx.
· Turn off all pantry water dispensers and ice makers.
· Establish activities that compensate for loss of normal water (e.g., limit restroom use, use water-less hand sanitizers, etc.)
· In the event of a water or sewer failure that lasts more than 30 minutes, consider closing the company buildings.
Gas Leak
· Call Security at ext. xxxx (Security will contact Facilities department on radio)
· NOTE: portable radio usage near gas leaks should be refrained due to potential static discharge ignition
· Cease all operations immediately
· Do not switch lights on or off or other potential spark producing activity
· Evacuate the area as soon and safely as possible
· Facilities will determine if and when the gas should be turned off
HVAC (Heating, Ventilation, and Air Conditioning)
· Notify Facilities.
· Should there be a failure of any equipment or portion of the HVAC system that cannot be corrected by the Facilities person on duty.
· Consider relocating the workforce members.
· Use fans, if available.
· Keep blinds, curtains, drapes, etc. closed in areas of building that receive direct sunlight.
· Open doors and windows, if possible, to take advantage of available breezes, if appropriate.
· Avoid activities that may excite residents or require physical exertion.
· Keep workforce members out of direct sunlight.
· Turn off lights as well as other heat-producing appliances whenever possible.
· Provide plenty of liquids for staff.
[bookmark: _Toc146906055]IT Outage
· Activate downtime procedures
· Initiate IT disaster recovery procedures, depending on the type of outage
· DR Procedures can include, but not limited to, critical hardware failure, loss of connectivity, non-critical hardware failure, network intrusion, company website functionality, primary data center incapacitated.
· If backup generator fails during power outage, backup UPS battery time is limited to 1 hour or less.
· Departments begin to move to paper documentation of work activities, if applicable
[bookmark: _Toc146906056]Loss of Staffing
· Evaluate current staffing levels
· Activate your department call list or [name] mass notification group list and notify workforce members to determine availability. Have staff report to department.
· Notify human resources, department leadership, and other key personnel as to status and activities.
· Explore alternative staff resource options. If needed:
· Identify similar core competencies that exist
· Request staffing needs update from the company labor pool (if stood up) to sustain business critical processes/functions
· Secure contract staff
· Cross train staff with similar competencies by appropriate personnel
· Evaluate immediate and ongoing staff needs based on existing and anticipated levels of human resources available.
· Identify contractors or other staff options that may mitigation challenges resulting from staff loss.
· Assess flexible leave options that would allow workforce members to address family needs while continuing to support the company (e.g., work from home options).
· Evaluate potential health and safety issues that might arise through diversion of staff to new job roles and loss of critical staff in various operational positions.
· Prepare and implement contingency staffing schedule.
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[bookmark: _Toc146906057][bookmark: _Hlk94274023]Appendix 2 - Internal Contact List
Double click on spreadsheet icon to open list. List last updated on x/xx/202x




CONFIDENTIAL/SECURITY SENSITIVE INFORMATION – REDACT FOR PUBLIC RELEASE
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[bookmark: _Toc146906058]Appendix 3 - External Contact List
[bookmark: _Toc146906059]Emergency Services
	Name
	Work Phone
	

	Name
	Work Phone
	

	Name
	Work Phone
	

	Name
	Work Phone
	


[bookmark: _Toc146906060]Hospital/Urgent Care Facilities
	Name
Address
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	

	
	Work Phone
	


[bookmark: _Toc146906061]Safety and Compliance
	Name
Address
	Work Phone
	

	OSHA
1301 N. Green Valley Pkwy, Ste 200, Henderson, NV  89074
	Work Phone
	

	
	Fax Number
	


[bookmark: _Toc146906062]Disaster Assistance Agencies
	Name
Website: 
	Work Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	


[bookmark: _Toc146906063]Federal Regulatory Agencies
	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
	

	
	Alt Phone
	

	Name
Website:
	Work Phone
	

	Name
Website:
	Work Phone
Main Office
Email
	


[bookmark: _Toc146906064]State Regulatory Agencies
	Name
Address
	Work Phone
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[bookmark: _Toc146906065]Appendix 4 – Response Teams Checklists
[bookmark: _Toc146906066]Business Recovery Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1. 
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2. 
	Brief company leadership team
	
	
	
	

	3. 
	Inform all team members that the situation has occurred, and the levels of service being established
	
	
	
	

	4. 
	Plan to adapt business delivery models where possible 
	
	
	
	

	5. 
	Initiate cascaded event updates/ briefings to team members
	
	
	
	

	6. 
	Decide who will work from home and inform them
	
	
	
	

	7. 
	Identify team members who need to be transferred to priority roles
	
	
	
	

	8. 
	Decide who must attend work and inform them
	
	
	
	

	9. 
	Identify team members who are eligible to be furloughed, if applicable
	
	
	
	

	10. 
	Contact key suppliers to understand their situation and coordinate ongoing supply
	
	
	
	

	11. 
	Contact all expected visitors to company to make them aware of the situation
	
	
	
	

	12. 
	Contact key customers to discuss ongoing supply of goods and services
	
	
	
	

	13. 
	Initiate program of regular contact to those team members working from home
	
	
	
	

	14. 
	Secure buildings and other assets that will be temporarily unused
	
	
	
	




[bookmark: _Toc146906067]IT Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1. 
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2. 
	Brief IT leadership team
	
	
	
	

	3. 
	Provide working from home (WFH) facilities/equipment for affected team members
	
	
	
	

	4. 
	Prioritize service desk support for customer services for WFH team members
	
	
	
	

	5. 
	Review security of temporary IT functions and networks against best practice
	
	
	
	

	6. 
	Plan systems capacity based on expected usage (e.g. VPN)
	
	
	
	


[bookmark: _Toc146906068]Health and Safety Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1. 
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2. 
	Brief Safety leadership team
	
	
	
	

	3. 
	Obtain guidance on any restrictions (e.g. social distancing)
	
	
	
	

	4. 
	Establish policies and procedures for and safety related issues
	
	
	
	

	5. 
	Provide Personal Protective Equipment (PPE) where required
	
	
	
	

	6. 
	Provide training on effective PPE usage 
	
	
	
	

	7. 
	Review site safety requirements and adjust as necessary
	
	
	
	

	8. 
	Identify at-risk team members and visitors
	
	
	
	

	9. 
	Review established procedures for handling actual or suspected injuries/illnesses at work. In collaboration with applicable stakeholders, adjust as necessary
	
	
	
	

	10. 
	Review established policies on when affected team members may return to work. In collaboration with applicable stakeholders, adjust as necessary
	
	
	
	


[bookmark: _Toc146906069]Human Resources Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1. 
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2. 
	Brief HR leadership team
	
	
	
	

	3. 
	Change, postpone or cancel work-related gatherings, as appropriate
	
	
	
	

	4. 
	Assess requirements for team members currently impacted, if applicable (e.g. unable to work)
	
	
	
	

	5. 
	Forecast likely absence rates
	
	
	
	

	6. 
	Prepare for increase in team member welfare support needs
	
	
	
	

	7. 
	Establish or review work from home (WFH) policy
	
	
	
	

	8. 
	Inform team members who have been furloughed
	
	
	
	

	9. 
	Make payroll adjustments where appropriate
	
	
	
	

	10. 
	Begin cross-training activities where required
	
	
	
	


[bookmark: _Toc146906070]Communications Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1. 
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2. 
	Brief Communications leadership team
	
	
	
	

	3. 
	Identify appropriate sources of reliable information about the evolving situation
	
	
	
	

	4. 
	Communicate to all parties the approach being taken to the event and their role
	
	
	
	

	5. 
	Make team members and other parties aware of the required precautions/actions to be taken
	
	
	
	

	6. 
	Put in place appropriate communication methods to keep all parties informed
	
	
	
	

	7. 
	Address any required cultural or language adjustments in communications
	
	
	
	

	8. 
	Issue press statement, if appropriate
	
	
	
	

	9. 
	Update social media channels to make customers and other parties aware, if appropriate
	
	
	
	

	10. 
	Communicate with workforce members/employees with useful and actionable information.
	
	
	
	


[bookmark: _Toc146906071]Legal and Compliance Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1.
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2.
	Brief Legal/Compliance leadership team
	
	
	
	

	3.
	Assess legal implications of mitigation measures such as placing team members on furlough
	
	
	
	

	4.
	Assess contractual implications of event, such as delaying payments to suppliers, or cancelling contracts completely
	
	
	
	

	5.
	Contact regulators to keep them informed and to discuss regulatory obligations, as appropriate
	
	
	
	


[bookmark: _Toc146906072]Finance Team Checklist
	REF
	TASK
	PROCEDURE REFERENCE
	TARGET COMPLETION DATE/TIME
	ACTUAL COMPLETION DATE/TIME
	SIGNATURE

	1.
	Confirm with Incident Management Team that plan is being activated
	
	
	
	

	2.
	Brief Finance leadership team
	
	
	
	

	3.
	Assess financial impact of event (e.g., on revenue and profit)
	
	
	
	

	4.
	Gain understanding of likely or actual government assistance available
	
	
	
	

	5.
	Apply for available financial assistance
	
	
	
	

	6.
	Review budgets for potential cost savings
	
	
	
	

	7.
	Assess implications on income from investments and on debt commitments
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[bookmark: _Toc146906073]Appendix 5 – FORMS
Incident Command System (ICS) and Business Continuity forms available on Teams Site:

as well as in the Forms Appendix in the Emergency Operations Plan (EOP).
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[bookmark: _Toc146906074]Appendix 6 – Department Specific Continuity/Action Plans
Please refer to the Appendix E – Department Specific Continuity/Action Plan Binder
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[bookmark: _Toc146906075]Appendix 7 – Department PRIORITIZED application RECOVERY list
	Department
	Critical Application/Software
	Priority Sequence

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2

	Department Name
	Application/Software Name
	3

	Department Name
	Application/Software Name
	4

	Department Name
	Application/Software Name
	5

	Department Name
	Application/Software Name
	6

	Department Name
	Application/Software Name
	7

	Department Name
	Application/Software Name
	8

	Department Name
	Application/Software Name
	9

	Department Name
	Application/Software Name
	10

	Department Name
	Application/Software Name
	11

	Department Name
	Application/Software Name
	12

	Department Name
	Application/Software Name
	13

	Department Name
	Application/Software Name
	14

	Department Name
	Application/Software Name
	15

	Department Name
	Application/Software Name
	16

	Department Name
	Application/Software Name
	17

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2

	Department Name
	Application/Software Name
	3

	Department Name
	Application/Software Name
	4

	Department Name
	Application/Software Name
	5

	Department Name
	Application/Software Name
	6

	Department Name
	Application/Software Name
	7

	Department Name
	Application/Software Name
	8

	Department Name
	Application/Software Name
	9

	Department Name
	Application/Software Name
	10

	Department Name
	Application/Software Name
	11

	Department Name
	Application/Software Name
	12

	Department Name
	Application/Software Name
	13

	Department Name
	Application/Software Name
	14

	Department Name
	Application/Software Name
	15

	Department Name
	Application/Software Name
	16

	Department Name
	Application/Software Name
	17

	Department Name
	Application/Software Name
	18

	Department Name
	Application/Software Name
	19

	Department Name
	Application/Software Name
	20

	Department Name
	Application/Software Name
	21

	Department Name
	Application/Software Name
	22

	Department Name
	Application/Software Name
	23

	Department Name
	Application/Software Name
	24

	Department Name
	Application/Software Name
	25

	Department Name
	Application/Software Name
	26

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2

	Department Name
	Application/Software Name
	3

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2

	Department Name
	Application/Software Name
	3

	Department Name
	Application/Software Name
	4

	Department Name
	Application/Software Name
	5

	Department Name
	Application/Software Name
	6

	Department Name
	Application/Software Name
	7

	Department Name
	Application/Software Name
	8

	Department Name
	Application/Software Name
	9

	Department Name
	Application/Software Name
	10

	Department Name
	Application/Software Name
	11

	Department Name
	Application/Software Name
	12

	Department Name
	Application/Software Name
	13

	Department Name
	Application/Software Name
	14

	Department Name
	Application/Software Name
	15

	Department Name
	Application/Software Name
	16

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2

	Department Name
	Application/Software Name
	3

	Department Name
	Application/Software Name
	4

	Department Name
	Application/Software Name
	5

	Department Name
	Application/Software Name
	6

	Department Name
	Application/Software Name
	7

	Department Name
	Application/Software Name
	1

	Department Name
	Application/Software Name
	2
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