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[bookmark: _Toc180493318]Introduction
Welcome to the Business Continuity/Disaster Recovery Application Criticality Assessment Guidebook of COMPANY NAME. This guidebook provides a comprehensive framework for assessing and categorizing both patient-facing and employee-facing applications based on their criticality to business continuity. By implementing these guidelines, we aim to ensure that critical applications across all departments receive the necessary attention and resources to maintain seamless operations, regulatory compliance, and stakeholder satisfaction.
This guidebook contains two main sections:
1. Application Scoring Guidelines
2. Departmental Assessment Methodology
[bookmark: _Toc180493319]Purpose and Intent
The primary purpose of this guidebook is to establish a standardized, objective, and comprehensive process for evaluating the criticality of applications within COMPANY NAME. Given the unique operational, regulatory, and security demands of the healthcare sector, it is imperative to:
· Enhance Business Continuity: Ensure that essential applications remain operational during disruptions to prevent impacts on patient care and maintain stakeholder trust.
· Optimize Resource Allocation: Prioritize investments in infrastructure, maintenance, and support based on application criticality to maximize efficiency.
· Ensure Regulatory Compliance: Maintain adherence to healthcare regulations by identifying and safeguarding mission-critical systems.
· Facilitate Informed Decision-Making: Provide a clear framework for stakeholders to assess and understand application criticality, enabling strategic planning and risk management.
By adopting this tiering framework, all departments will contribute significantly to the organization's resilience, operational integrity, and overall success.


[bookmark: _Toc180493320]Tiering Framework Overview
[bookmark: _Toc180493321]Tier Structure
The framework categorizes IT applications into five distinct tiers based on their criticality to business operations and continuity. Each tier reflects the application's importance, impact, and the level of attention it requires for maintenance, support, and recovery.
	CRITICALITY RANK
	DESCRIPTION

	TIER
1
	Tier 1: Mission-Critical
· Definition: Applications essential for immediate business survival. Downtime leads to significant operational disruptions, regulatory penalties, or severe reputational damage.
· Characteristics:
· Directly involved in critical patient care or essential services (e.g., Electronic Health Records (EHR), critical care monitoring systems).
· Handles highly sensitive or regulated data.
· Requires near-zero downtime (RTO in minutes).
· Tolerates negligible data loss (RPO in seconds or zero).

	TIER
2
	Tier 2: Highly Critical
· Definition: Vital applications that support key operations with minimal acceptable downtime. Temporary workarounds exist but may impact efficiency and patient satisfaction.
· Characteristics:
· Supports key operational processes (e.g., laboratory information systems, pharmacy management, scheduling systems).
· Handles sensitive data requiring strong security measures.
· Requires quick recovery (RTO in hours).
· Accepts minimal data loss (RPO in minutes).

	TIER
3
	Tier 3: Moderately Critical
· Definition: Important applications that enhance business efficiency without directly impacting core operations or immediate patient care. Downtime is manageable with some inconvenience.
· Characteristics:
· Supports secondary business functions (e.g., business intelligence, security access control, human resources systems, non-critical patient portals).
· Handles non-sensitive or less critical data.
· Requires reasonable recovery time (RPO in several hours).
· Accepts some data loss (RPO in hours).

	TIER
4
	Tier 4: Low Criticality
· Definition: Applications that support non-essential business activities with minimal impact on overall business continuity. Downtime causes minor inconveniences.
· Characteristics:
· Used for non-critical tasks (e.g., office productivity tools, scheduling software, educational software).
· Handles non-sensitive data.
· Tolerates extended downtime (RTO in days).
· Accepts significant data loss (RPO in hours or days).

	TIER
5
	Tier 5: Non-Critical
· Definition: Applications with little to no impact on business continuity, often used for ancillary purposes. Downtime has no significant effect on business operations.
· Characteristics:
· Used for optional or infrequent activities (e.g., trial software, optional training modules).
· No sensitive data handled.
· Flexible availability requirements (RTO in days or weeks).
· Accepts substantial data loss (RPO in days).
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To ensure a consistent and objective evaluation, applications are assessed based on the following six categories:
1. Impact on Business Operations
2. Availability Requirements
3. Security and Data Sensitivity
4. Cost and Resource Allocation
5. Interdependencies
6. Transaction Volume and Criticality
Each category contains specific criteria, scored to quantify the application's characteristics accurately and is assigned a weighting to objectively calculate its impact on the overall criticality risk.
[bookmark: _Toc180493323]1. Impact on Business Operations
Weighting: 30%
This criterion evaluates how essential an application is to the overall functioning of the organization. It considers the extent to which the application's performance or failure affects daily operations, patient care, revenue generation, regulatory compliance, and stakeholder satisfaction. Applications with a high impact are crucial for maintaining business continuity and preventing significant operational or reputational damage.
· Patient Care Impact: Does the application directly affect patient treatment or safety?
· Operational Dependency: How many critical healthcare processes rely on this application?
· Stakeholder Impact: Does downtime affect patients, healthcare providers, or partners?
· Regulatory Compliance: Is the application essential for meeting legal or regulatory healthcare requirements?
[bookmark: _Toc180493324]2. Availability Requirements
Weighting: 25%
This criterion assesses the criticality of the application's uptime and the urgency of restoring it after a disruption. It considers acceptable downtime (Recovery Time Objective) and maximum allowable data loss (Recovery Point Objective). Applications with stringent availability requirements are vital for continuous operations, and any downtime can lead to immediate negative impacts on patient care and organizational effectiveness.
· Recovery Time Objective (RTO): The maximum acceptable length of time the application can be unavailable after a failure before it significantly impacts operations.
· Recovery Point Objective (RPO): The maximum acceptable amount of data loss measured in time. It reflects how current the restored data must be.
· Uptime Requirements: The expected percentage of time the application must be operational (e.g., 99.999%).
[bookmark: _Toc180493325]3. Security and Data Sensitivity
Weighting: 20%
This criterion examines the level of sensitivity of the data handled by the application and the necessary security measures to protect it. It considers data classification levels and compliance with regulatory standards such as HIPAA. Applications that process highly sensitive or regulated patient data require robust security protocols to prevent breaches and ensure legal compliance.
· Data Classification: Level of sensitivity (e.g., public, internal, confidential, restricted).
· Regulatory Compliance: Ensuring data handling and protection meet all applicable laws and industry standards (e.g., HIPAA, HITECH).
· Security Measures Required: Implementing technical and administrative controls to protect data from unauthorized access or breaches (e.g., encryption, access controls).
[bookmark: _Toc180493326]4. Cost and Resource Allocation
Weighting: 10%
This criterion evaluates the financial implications associated with the application, including the costs of downtime, maintenance, and required resources for operation and support. Understanding these costs aids in prioritizing investments and resource allocation to minimize financial risks.
· Financial Impact of Downtime: The potential monetary loss or increased operational costs incurred during periods when the application is unavailable.
· Maintenance and Support Costs: Ongoing expenses required to keep the application running efficiently (e.g., software licensing fees, hardware upgrades, and salaries for support staff).
· Resource Intensity: The level of effort and expertise needed for maintenance and support.
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Weighting: 10%
This criterion looks at how the application relies on other systems and how other systems depend on it, both internally and externally. Recognizing these interdependencies is crucial for effective risk management and ensuring that critical processes remain uninterrupted.
· Internal Dependencies: Dependencies on other internal systems or services (e.g., lab systems depending on patient records).
· External Dependencies: Reliance on third-party services or integrations (e.g., telemedicine platforms, insurance verification systems).
[bookmark: _Toc180493328]6. Transaction Volume and Criticality
Weighting: 5%
This criterion measures both the quantity of transactions the application processes and the importance of those transactions to the organization. Applications with high transaction volumes and critical functions are integral to organizational success and require higher prioritization for reliability and support.
· Transaction Volume: Number of transactions processed daily (e.g., patient admissions, lab tests).
· Transaction Criticality: The significance of the transactions processed by the application to essential operations (e.g., medication dispensing vs. appointment reminders).
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To ensure that applications are restored promptly after disruptions, it’s essential to assign appropriate Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs) based on objective criteria. 
	Recovery Time Objectives (RTO)
	Recovery Point Objectives

	The RTO defines the maximum acceptable downtime for an application. Available RTO options are:
· Zero Downtime – no downtime acceptable; system must be continuously available.
· < 1 minute
· < 5 minutes
· < 15 minutes
· < 30 minutes
· < 1 hour
· < 2 hours
· < 4 hours
· < 8 hours
· < 12 hours
· < 24 hours
· < 48 hours
· < 72 hours
· < 1 week
· > 1 week
	The RPO specifies the maximum acceptable amount of data loss measured in time. Available RPO options are:
· Zero Data Loss – No data loss acceptable
· < 1 minute
· < 5 minutes
· < 15 minutes
· < 30 minutes
· < 1 hour
· < 2 hours
· < 4 hours
· < 8 hours
· < 12 hours
· < 24 hours
· < 48 hours
· < 72 hours
· < 1 week
· > 1 week
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To assign appropriate RTOs and RPOs, consider the following factors:
· Impact on Business Operations:
· Applications critical to patient care and safety require shorter RTOs and RPOs.
· Transaction Volume and Criticality:
· High-volume, critical healthcare transactions necessitate quicker recovery and minimal data loss.
· Security and Data Sensitivity:
· Applications handling sensitive patient data may require shorter RPOs to prevent data loss and comply with regulations.
· Interdependencies:
· Applications that other critical systems depend on need shorter RTOs to prevent cascading failures.
· Regulatory Requirements:
· Legal obligations may mandate specific recovery objectives for certain applications.
· Cost and Resource Allocation:
· Balance the cost of achieving shorter RTOs/RPOs with benefits to the organization.
[bookmark: _Toc180493331]Linking RTO and RPO to Application Tiering
Each application tier is associated with specific RTO and RPO ranges. The following table provides a detailed mapping:
	Tier
	Assigned Tier
	RTO Options
	RPO Options

	1
	Mission-Critical
	· Zero Downtime
· < 1 minute
· < 5 minutes
	· Zero Data Loss
· < 1 minute
· < 5 minutes

	2
	Highly Critical
	· < 15 minutes
· < 30 minutes
· < 1 hour
	· < 15 minutes
· < 30 minutes
· < 1 hour

	3
	Moderately Critical
	· < 2 hours
· < 4 hours
· < 8 hours
	· < 2 hours
· < 4 hours
· < 8 hours

	4
	Low Criticality
	· < 12 hours
· < 24 hours
· < 48 hours
	· < 12 hours
· < 24 hours
· < 48 hours

	5
	Non-Critical
	· < 72 hours
· < 1 week
· > 1 week
	· < 72 hours
· < 1 week
· > 1 week
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Guidelines for Assigning Departmental RTO and RPO
Organizational Areas (e.g., departments, business units, divisions, functional areas) should use the same RTO and RPO scale as the IT department but have the flexibility to assign values that best meet their specific operational needs, without being strictly bound to the tier-to-RTO/RPO mapping used by IT. The following guidelines are designed to assist in assigning appropriate RTOs and RPOs to respective applications.
1. Identify Critical Functions and Applications
· Inventory Applications: List all applications used within your organizational area. At a minimum, all applications that are listed in the respective business impact analyses must be included in the inventory.
2. Assess Impact of Downtime and Data Loss
· Operational Impact:
· How does downtime affect your department's ability to function?
· Are there alternative methods or workarounds?
· Data Loss Impact:
· What are the consequences of losing recent data?
· Is data critical for compliance or regulatory purposes?
3. Consider the Following Factors
· Business Impact:
· Applications critical to patient care or essential services may require shorter RTOs and RPOs.
· Regulatory Requirements:
· Legal obligations may dictate maximum allowable downtime or data loss.
· Stakeholder Impact:
· Consider the effect on patients, healthcare providers, and partners.
· Interdependencies:
· Applications that other systems depend on may need quicker recovery.
· Cost-Benefit Analysis:
· Balance the cost of achieving shorter RTOs/RPOs with the benefits to your organizational area.
4. Assign RTO and RPO Values Using the Standard Scale
· Select Appropriate Values:
· Use the RTO and RPO options provided in the standard scale.
· Flexibility in Choice:
· Organizational Areas are not required to strictly link RTO and RPO assignments to the application's tier.
· Choose RTOs and RPOs that best align with your operational needs.
5. Document Your Decisions
· Provide Justification:
· Explain why specific RTO and RPO values were selected.
· Reference Factors Considered:
· Include details about impact assessments, regulatory considerations, and stakeholder needs.
6. Collaborate with Relevant Teams
· Engage with Business Continuity Team:
· Discuss your assignments to ensure they are achievable and align with overall business continuity strategies.
· Coordinate with IT if Necessary:
· Verify that technical capabilities support your assigned RTOs and RPOs.

Flexibility in RTO and RPO Assignment
· Autonomy in Decision-Making:
· Organizational Areas have the autonomy to assign RTOs and RPOs that reflect their unique operational requirements.
· Use of Standard Scale:
· While the same RTO and RPO options are used across the organization, organizational areas are free to select any value from the scale.
· Alignment with Organizational Goals:
· Ensure that your assignments contribute to the overall resilience and continuity objectives of the organization.
Note: Organizational Areas must document their RTO and RPO assignments and provide justification based on their assessments. This documentation aids in transparency and supports alignment with organizational goals.
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Scoring Scale
Each criterion is scored on a standardized scale from 1 to 5, where:
· 1: Does Not Meet / Very Low
· 2: Slightly Meets / Low
· 3: Partially Meets / Medium
· 4: Mostly Meets / High
· 5: Fully Meets / Very High
Category Weights
Each category is assigned a weight reflecting its importance to the overall criticality assessment:
· Impact on Business Operations: 30%
· Availability Requirements: 25%
· Security and Data Sensitivity: 20%
· Cost and Resource Allocation: 10%
· Interdependencies: 10%
· Transaction Volume and Criticality: 5%
The total weight sums to 100%.
Normalizing of Scores
To standardize the total weighted scores to a scale of 20 to 100, multiply the calculated total weighted score (which ranges from 1.0 to 5.0) by 20.
This will produce a score on a scale of 0 to 100. Since 5.0 is the highest score possible, multiplying by 20 (e.g., 5.0 x 20 = 100) allows scores to be easily depicted in terms familiar with most users.
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To facilitate the evaluation process, a spreadsheet-based scoring tool may be utilized to allow for systematic data entry, calculation, and tier assignment.
Spreadsheet (or Database Table) Setup Example
The spreadsheet may be organized into columns, each representing a criterion category and its sub-criteria. Below is the recommended layout:
	Column
	Heading
	Description

	A
	Application Name
	Name of the IT application

	B
	Impact on Business Operations
	Score (1-5)

	C
	Availability Requirements
	Score (1-5)

	D
	Security and Data Sensitivity
	Score (1-5)

	E
	Cost and Resource Allocation
	Score (1-5)

	F
	Interdependencies
	Score (1-5)

	G
	Transaction Volume and Criticality
	Score (1-5)

	H
	Total Weighted Score
	Calculated field

	I
	Normalized Score
	Total Weighted Score multiplied by 20

	J
	Assigned Tier
	Determined based on Normalized Score

	K
	Assigned RTO
	Determined based on Assigned Tier

	L
	Assigned RPO
	Determined based on Assigned Tier


Dropdown Options and Descriptions
For each criterion (Columns B to G), dropdown menus are provided with options from 1 to 5, along with descriptive labels to guide evaluators.
Example for Impact on Business Operations (Column B):
	Score
	Description

	1
	Minimal Impact: The application has negligible effect on business operations.

	2
	Low Impact: Some effect on operations but does not significantly hinder them.

	3
	Moderate Impact: Disruptions are manageable; temporary workarounds exist.

	4
	High Impact: Significant effect on operations and efficiency; affects multiple processes.

	5
	Critical Impact: Essential for core business operations; downtime leads to severe consequences.


Similar tables are provided for each criterion in the Scoring Criteria Detailed Descriptions.
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Total Weighted Score (Column H):
The Total Weighted Score is calculated using the following formula:
Total Weighted Score = (B * 30%) + (C * 25%) + (D * 20%) + (E * 10%) + (F * 10%) + 
(G * 5%)
Total Weighted Score (Column I):
The Total Weighted Score is calculated using the following formula:
Normalized Score = Total Weighted Score * 20 
Example Formula in Excel (for row 2):
H2 = (B2*0.30) + (C2*0.25) + (D2*0.20) + (E2*0.10) + (F2*0.10) + (G2*0.05)
	I2 = H2 *20
Assigning Tiers Based on Scores
Based on the Normalized Score (Column I), applications are assigned to tiers in Column J as follows:
	Normalized Score
	Tier

	90-100
	Tier 1: Mission-Critical

	70-89
	Tier 2: Highly Critical

	50-69
	Tier 3: Moderately Critical

	30-49
	Tier 4: Low Criticality

	20-29
	Tier 5: Non-Critical


NOTE: Since the minimum normalized score is 20 (1.0 x 20), the lowest tier starts at 20.
Example Formula in a Spreadsheet (for row 2, Column I):
=IF(I2>=90, "Tier 1: Mission-Critical",
 IF(I2>=70, "Tier 2: Highly Critical",
 IF(I2>=50, "Tier 3: Moderately Critical",
 IF(I2>=30, "Tier 4: Low Criticality", "Tier 5: Non-Critical"))))
Assigning RTO and RPO (Information Technology Department only)
Based on the Assigned Tier (Column J), select an appropriate RTO and RPO (that correspond with the Tier) in Columns K and L. For example, if the application is in Tier 2: Highly Critical then the options for RTO and RPO are <15 min or <30 min or <1 hour. 
Conditional Formatting
To enhance visual clarity, conditional formatting may be applied to the Assigned Tier column (Column J) and RTO/RPO columns (Columns K and L):
· Tier 1: Red
· Tier 2: Orange
· Tier 3: Yellow
· Tier 4: Light Green
· Tier 5: Gray
[bookmark: _Toc180493336]Assigning Scores
Step-by-Step Process:
1. Identify and List Applications:
· Compile a comprehensive inventory of all IT applications used within the organization.
2. Set Up the Spreadsheet:
· Use the provided template or create one following the recommended layout.
3. Assign Scores for Each Criterion:
· For each application, evaluate it against each criterion (Columns B to G).
· Use the dropdown menus to select a score from 1 to 5, guided by the detailed descriptions.
4. Calculate Total Weighted and Normalized Score:
· The spreadsheet will automatically calculate the Total Weighted Score and Normalized Score using the formulas.
5. Assign Tiers:
· Based on the Normalized Score, the spreadsheet will assign the appropriate tier.
6. Assign RTO and RPO:
· Based on the assigned Tier, select the appropriate RTO and RPO option.
7. Review and Validate:
· Conduct a review with stakeholders to ensure the accuracy of scores and tier assignments.
Validating Tier Assignments
· Stakeholder Review:
· Engage key stakeholders from IT, Compliance, Operations, and Clinical Departments to validate the scores.
· Consensus Building:
· Discuss and reconcile any discrepancies in scoring to reach a collective agreement.
· Adjustments:
· Modify scores or weights if necessary, based on stakeholder input and organizational priorities.
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	Score
	Description

	1
	Minimal Impact: The application has negligible effect on business operations.

	2
	Low Impact: Some effect on operations but does not significantly hinder them.

	3
	Moderate Impact: Disruptions are manageable; temporary workarounds exist.

	4
	High Impact: Significant effect on operations and efficiency; affects multiple processes.

	5
	Critical Impact: Essential for core operations; downtime leads to severe consequences.
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	Score
	Description

	1
	Low Availability Required: Extended downtime (over 24 hours) acceptable without major issues.

	2
	Slightly High Availability: Some downtime (up to 24 hours) acceptable with minor impacts.

	3
	Moderate Availability: Downtime up to 12 hours acceptable; impacts are manageable.

	4
	High Availability: Downtime up to 4 hours acceptable; significant impacts if exceeded.

	5
	Critical Availability: Near-zero downtime required; immediate recovery necessary to prevent major disruptions.
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	Score
	Description

	1
	Non-Sensitive Data: Handles public information; minimal security requirements.

	2
	Low Sensitivity: Handles internal data; standard security measures suffice.

	3
	Moderately Sensitive: Manages sensitive internal data requiring enhanced security.

	4
	Highly Sensitive: Handles confidential or personal information; strong security needed to prevent unauthorized access.

	5
	Extremely Sensitive: Processes critical and regulated data; stringent security protocols mandated by laws or regulations.
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	Score
	Description

	1
	Minimal Cost Impact: Negligible financial implications during downtime.

	2
	Low Cost Impact: Manageable financial consequences; minor budget adjustments needed.

	3
	Moderate Cost Impact: Noticeable financial or operational stress during downtime.

	4
	High Cost Impact: Significant effect on budget or profitability; substantial resource allocation.

	5
	Critical Cost Impact: Downtime leads to substantial financial losses; high resource investment needed for maintenance and recovery.
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	Score
	Description

	1
	No Dependencies: Operates independently without reliance on other systems.

	2
	Low Dependencies: Minor dependencies on non-critical systems or services.

	3
	Moderate Dependencies: Depends on several systems; alternatives may exist.

	4
	High Dependencies: Relies heavily on multiple critical systems or external services; failure may impact other applications.

	5
	Critical Dependencies: Tightly integrated with essential systems; no alternatives available; failure causes widespread disruptions.
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	Score
	Description

	1
	Very Low Volume/Criticality: Handles infrequent or non-essential transactions with minimal impact.

	2
	Low Volume/Criticality: Manages some transactions not critical to daily operations.

	3
	Moderate Volume/Criticality: Processes transactions important for operational efficiency but not immediately critical.

	4
	High Volume/Criticality: Manages a large number of critical transactions essential for business continuity.

	5
	Very High Volume/Criticality: Handles a high volume of highly critical transactions vital to core operations and revenue generation.





[bookmark: _Toc180493344]Implementing Best Practices
[bookmark: _Toc180493345]Stakeholder Involvement
· Engage All Departments:
· Involve representatives from patient-facing units, employee support functions, and management in the evaluation process.
· Collaborative Assessment:
· Encourage open dialogue to ensure that all perspectives are considered.
· Training and Guidance:
· Provide training sessions and materials to ensure stakeholders understand the scoring criteria and methodology.
[bookmark: _Toc180493346]Regular Review and Maintenance
· Periodic Assessments:
· Schedule regular reviews (e.g., annually) to reassess applications.
· Adapt to Changes:
· Update scores and tier assignments in response to changes in organizational strategy, technology, or regulations.
· Continuous Improvement:
· Gather feedback to refine the scoring process and criteria over time.
[bookmark: _Toc180493347]Documentation and Version Control
· Maintain Records:
· Keep detailed records of scores, tier assignments, and changes over time.
· Version Control:
· Implement version control for the scoring tool and documentation to track revisions.
· Transparency:
· Ensure that documentation is accessible to relevant stakeholders.
[bookmark: _Toc180493348]Example Application Tier, RTO, and RPO Assignments
The following examples are provided to illustrate scenarios based on an assessment from the Information Technology department perspective. 
1. Electronic Health Records (EHR) System
· Impact on Business Operations: 5
· Availability Requirements: 5
· Security and Data Sensitivity: 5
· Cost and Resource Allocation: 5
· Interdependencies: 5
· Transaction Volume and Criticality: 5
· Total Weighted Score: 5.0
· Normalized Score: 100
· Assigned Tier: Tier 1: Mission-Critical
· Assigned RTO: <1 min
· Assigned RPO: Zero Data Loss
2. Pharmacy Management System
· Impact on Business Operations: 5
· Availability Requirements: 4
· Security and Data Sensitivity: 5
· Cost and Resource Allocation: 4
· Interdependencies: 4
· Transaction Volume and Criticality: 4
· Total Weighted Score: 4.4
· Normalized Score: 88
· Assigned Tier: Tier 2: Highly Critical
· Assigned RTO: <15 min
· Assigned RPO: <1 hour
3. Human Resources Information System
· Impact on Business Operations: 4
· Availability Requirements: 4
· Security and Data Sensitivity: 5
· Cost and Resource Allocation: 3
· Interdependencies: 4
· Transaction Volume and Criticality: 3
· Total Weighted Score: 79
· Assigned Tier: Tier 2: Highly Critical
· Assigned RTO: <1 hours
· Assigned RPO: <30 min
4. Internal Communication Platform
· Impact on Business Operations: 3
· Availability Requirements: 3
· Security and Data Sensitivity: 3
· Cost and Resource Allocation: 2
· Interdependencies: 2
· Transaction Volume and Criticality: 2
· Total Weighted Score: 54
· Assigned Tier: Tier 3: Moderately Critical
· Assigned RTO: <8 hours
· Assigned RPO: <4 hours
5. Office Productivity Suite
· Impact on Business Operations: 2
· Availability Requirements: 2
· Security and Data Sensitivity: 2
· Cost and Resource Allocation: 2
· Interdependencies: 1
· Transaction Volume and Criticality: 1
· Total Weighted Score: 34
· Assigned Tier: Tier 4: Low Criticality 
· Assigned RTO: <48 hours
· Assigned RPO: <48 hours
6. Optional Training Modules
· Impact on Business Operations: 1
· Availability Requirements: 1
· Security and Data Sensitivity: 1
· Cost and Resource Allocation: 1
· Interdependencies: 1
· Transaction Volume and Criticality: 1
· Total Weighted Score: 20
· Assigned Tier: Tier 5: Non-Critical
· Assigned RTO: >1 week
· Assigned RPO: <1 week
[bookmark: _Toc180493349]Conclusion
By adopting this comprehensive tiering framework, with detailed RTO and RPO options, the IT department can objectively assess the criticality of applications, assign precise recovery objectives, and prioritize resources effectively. This enhances the healthcare organization's resilience against potential disruptions and ensures compliance with regulatory requirements.
Key Benefits:
· Objectivity: Standardized scoring reduces subjectivity in assessments.
· Clarity: Clear criteria and tier definitions aid in understanding application importance.
· Efficiency: Prioritized resource allocation optimizes maintenance and support efforts.
· Compliance: Focused attention on critical systems ensures adherence to healthcare regulations.

[bookmark: _Toc180493350]Appendices
[bookmark: _Toc180493351]Appendix A: Reference Tables
Scoring Scale Descriptions
	Score
	Description

	5
	Fully Meets / Very High 

	4
	Mostly Meets / High 

	3
	Partially Meets / Medium

	2
	Slightly Meets / Low

	1
	Does Not Meet / Very Low


Tier Assignments
	Normalized Score
	Tier

	90-100
	Tier 1: Mission-Critical

	70-89
	Tier 2: Highly Critical

	50-69
	Tier 3: Moderately Critical

	30-49
	Tier 4: Low Criticality

	20-29
	Tier 5: Non-Critical




[bookmark: _Toc180493352]Appendix B: Sample Spreadsheet Layout
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L

	Application Name
	Impact on Business Ops
	Availability
	Security & Data Sensitivity
	Cost & Resources
	Interdependencies
	Transaction Volume & Criticality
	Total Weighted Score
	Normalized Score
	IT Assigned Tier
	IT Assigned RTO
	IT Assigned RPO

	Electronic Health Records
	5
	5
	5
	5
	5
	5
	5.0
	100
	Tier 1: Mission-Critical
	<1 min
	Zero Data Loss

	Pharmacy Management System
	5
	4
	5
	4
	4
	4
	4.4
	88
	Tier 2: Highly Critical
	<15 min
	<1 hour

	Human Resources Info System
	4
	4
	5
	3
	4
	3
	3.95
	79
	Tier 2: Highly Critical
	<1 hours
	<30 min

	Internal Communication
	3
	3
	3
	2
	2
	2
	2.7
	54
	Tier 3: Moderately Critical
	<8 hours
	<4 hours

	Office Productivity
	2
	2
	2
	2
	1
	1
	1.7
	34
	Tier 4: Low Criticality
	<48 hours
	<48 hours

	Optional Training Modules
	1
	1
	1
	1
	1
	1
	1.0
	20
	Tier 5: Non-Critical
	>1 week
	<1 week
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